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Determining the IP address of the VPOP3 computer

To determine the IP address of the VPOP3 computer, go to Start -> Run on the VPOP3 computer and
enter 'cmd' and press OK[]

Now, in the command prompt window which appears, type 'ipconfig' and press []

The screen should show some information. One of the lines will begin with 'IP Address'. The IP
address at the end of the line is the IP address of the VPOP3 computer.]

Keywords: ipconfig determine discover ip address ipaddress tcp[]

Tips for searching the Knowledgebase

When searching the knowledgebase try to search for several words if possible. This is most likely to
give the best results. ]

It can often be useful to search for error numbers, eg 10061, or the text of an error message. If the
error number doesn't find any relevant results, try searching for the associated error text. For
instance, if you get an error message "550 relaying denied", try searching for "550", but if that
doesn't help, try searching for "relaying denied" instead.[]

The exception for error messages are ones from Microsoft Outlook or Outlook Express that look
similar to 0x8000ccOe. These are Microsoft specific error messages and don't mean anything
outside Outlook or Outlook Express. If you get an error like this, and there is no other error
information, try searching on Google for it, or Microsoft's knowledgebase.[]

Please note:[J
0

many problems that people have are related to Internet service provider problems. Our
knowledgebase cannot possibly list all possible Internet service provider errors, it does list a few, but
if you get an error message from VPOP3 saying that it received an error from your ISP it is unlikely
that searching for the error that VPOP3 received from your ISP on our knowledgebase will be useful -
instead contact your ISP and ask them what the error means if it is not clear, as it is their servers
which are generating the error! J

currently, you cannot search the knowledgebase for phrases using a "" search. Search terms are
always just treated as a collection of words. []

Searching for entries from the VPOP3.LOG file is likely to be fruitless. Instead, try searching for
details of the symptoms you're seeing. []

a
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If you don't get a suitable answer to your question, you can contact our technical support team by
emailing support@pscs.co.uk, or posting a message on our forums at discuss.pscs.co.uk. These
forums are monitored by our technical support engineers.

VPOP3 & VPOP3 Enterprise

"550 Recipient not local - access denied" error

If you get the error below when sending a message:
550 ... Recipient not local - access denied

This means that the sender has been set up not to be allowed to send outgoing Internet Email. Go to
the 'Users' list, select the sending user and press 'Edit', then check that the 'Allow Sending Of
Internet Mail' option is enabled for that user.

"550 Relaying not allowed" error when sending mail through VPOP3

The usual reason for this error is that the Access Restrictions setting on the Services -> SMTP
page is set to refuse relaying from the client\'s IP address.[]

This can happen if you have changed your network's IP address since it was originally installed. You
need to check the Access Restrictions allow access from computers on your local network. ]

Usually pressing the Default for your LAN button will set the access restrictions to appropriate
settings, but check they are correct before submitting them, as VPOP3 cannot automatically
determine the settings if you have a more complex network setup [J

Also see:[]

SMTP Relay Protection in VPOP3 [J
Allowing remote users to relay mail through VPOP3 ]

g

Note that this article refers to the settings in VPOP3 V2.0.0 and later. For earlier versions, the
equivalent settings are accessible from the Local Servers page in the settings by pressing
Configure on the SMTP Server line. There is no Default for your LAN button on these earlier
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versions of VPOP3, so you will need to enter the network details manually. (See here for more details)

"Import Mappings" Feature in VPOP3 2.x

VPOP3 versions 2.0 to 2.1.3 did not have a facility to Import Mappings or Export Mappings. This
feature was re-added in VPOP3 2.1.4 beta, and is available in that version and later.[]

Note that you do not need to use an Import/Export Mapping facility to either backup the VPOP3
settings, upgrade VPOP3, or move VPOP3 to a new computer. In those cases, simply backup or copy
the MAILBOX.MAP file to the new computer. VPOP3 will automatically upgrade that file if necessary.]

The only reason for using the Import/Export Mappings facility is if you want to manage your VPOP3
Mappings from a 3rd party program such as Microsoft Excel or a database.[]

(This is the same for all other Import/Export facilities in VPOP3 - they are not needed for
upgrade/backup or transfer to a new PC - use the underlying data files for this actions instead)[]

“Internet Explorer Cannot Download...." error when downloading
attachments from WebMail using SSL

If you have configured VPOP3's WebMail to use SSL (either using VPOP3 Enterprise or the third party
STUNNEL program) you may receive the error []

g

Internet Explorer cannot download..... from [J

Internet Explorer was not able to open this Internet site. The requested site is either unavailable or
cannot be found. Please try again later.[

0

If you use a different web browser such as Opera or Mozilla Firefox this problem does not occur. The
problem also does not occur if you don't use WebMail over SSL.[

This is an issue with Internet Explorer and is described on Microsoft's knowledgebase here:
http://support.microsoft.com/?kbid=323308. Obtaining the hotfixes (if necessary) from Microsoft and
applying the registry changes described in this article should resolve the problem.[]

(During our testing of this issue we found that Windows XP SP2 already has the hotfix component,
but the registry changes were still needed)

"Low memory - POP3 download aborted" error in status window

VPOP3 2.3.1 and later will check the amount of free memory before it will start downloading
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messages, or will accept messages from a message sender. By default versions 2.3.1 to 2.4.0b will
check for 200MB of free virtual memory. If this amount of memory is not available, then VPOP3 will
continue working, but will not download or accept any new messages. This is because VPOP3 can
use up to 2-3 times the size of an incoming message in memory whilst processing the message
through the spam filter, integrated virus scanner, attachment filtering etc, and if Windows runs out
of virtual memory, really bad things can happen (usually involving every program on the PC
crashing, locking up etc)[]

Virtual memory is physical RAM in the computer PLUS the swap file, so if you have 256MB of
physical RAM in a PC, and a 512MB swap file you will usually not see this error, as there is 768MB
virtual memory on the PC. (Most people recommend that a swap file is set to at least 2-4 times the
amount of physical RAM in the PC)[]

We will be reducing the amount of free virtual memory that is checked for by VPOP3 in 2.4.0c and
later to be 60MB, and in 2.4.2 and later you can set the amount of memory that is checked for
yourself on the Utilties -> Misc Settings page.[]

In earlier versions of VPOP3, you can change the amount of free memory that VPOP3 checks for
using the following procedure:[]
0

Stop VPOP3[]

Run RegEdit, find HKEY_LOCAL_MACHINE\Software\PaulSmith\VPOP3\Secret[]

Set POP3ClientRequiredMemory to the desired check level in MB[]

find HKEY_LOCAL_MACHINE\Software\PaulSmith\VPOP3\SMTPServer(]

Set RequiredMemory to the desired check level in MB[]

Restart VPOP3[]

Note that setting the check level too small risks the computer running out of memory totally, with
adverse effects, so we don't recommend that you set it less than 60MB, and if you regularly send
very large messages, set it to at least 3 times the size of the largest message you send.[]

"SMTP - xx: Killing Incomplete File" in ERRORS.LOG file

You may see a line in the VPOP3 'ERRORS.LOG!' file saying something like:

SMTP - 22: Killing Incomplete File

This error means that a user was sending a message to VPOP3 over the network, and the user told
their email client to stop sending the message (perhaps it was a large message).

When VPOP3 realises that the email client is not going to send any more of the message, it will
delete the part of the message that it has already received, and write the above error to the
ERRORS.LOG file
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This is not usually a problem, unless users are reporting errors in their email client software.

"VPOP3 Encountered a bad LAN forwarding data file" error messages

If you get an email message looking like this []

VPOP3 Encountered a bad LAN forwarding data file:[]
D:\Program Files\VPOP3\OutQueue\WXb0f088.DAT [Code:2][]
Please contact your distributor for help[]

I

0
This is caused by a bug in VPOP3 triggered when: []

Mail is being sent to VPOP3 from Exchange Server or another email program which supports DSN
(Delivery Status Notifications), and [J

Mail is being sent out from VPOP3 using 'SMTP Direct' ]
0

This problem is fixed in VPOP3 1.4.2 or later, but for earlier versions there is a simple workaround: [J

a

Go to the Local Servers tab []
Press the Configure button on the SMTP Server line ]
Check the Disable DSN Support box []

a

This should solve the problem.

'POPROXY' crashes

POPROXY is a component of Norton Antivirus 2000 which is used for scanning email messages.

If you get an error message about <B>POPROXY</B> crashing this is because Norton Antivirus is
complaining about a conflict between VPOP3 and POPROXY. Both these programs install a service on
TCP/IP port 110 (the POP3 server port). If POPROXY finds that this port is already in use (by VPOP3),
it will crash!

The solutions are:
Remove the email scanning part of Norton Antivirus 2000

Change the TCP/IP port which VPOP3 uses for its POP3 service (on the <B>Local Servers</B> tab). If
you do this you will have to change all the users' email clients to point to the new port number.

Also see here and search Symantec's website for information on POPROXY.
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-ERR Password supplied for "xx" is incorrect

If you receive a 'POP3 Client Error' something like:

-ERR Password supplied for "xx" is incorrect

this means that the password on the 'In Mail' tab in VPOP3 for the indicated user is entered
incorrectly.

Check with the ISP that you have the username and password correct, and ensure that you have
entered the
username and password using the correct case letters.

-ERR POP Timeout Errors

We have had reports of VPOP3 reporting POP3 Client Errors saying '-ERR POP Timeout'.
The 'POP Timeout' errors are coming from the ISP and are simply being reported back to the VPOP3
administrator.

In the cases we have investigated this appears to be an ISP problem. What is happening is that
the ISP's POP3 server has a very short idle timeout, typically 60 seconds or so, and it is
NOT taking into account the time spent in the data being returned from the POP3 server to VPOP3.

For instance, let's say that there are several messages in an ISP mailbox, and that the
first message is 2MB long, and the connection speed
is 48000 bits/second.

At 10:00 VPOP3 sends a <B>RETR 1</B> command to retrieve the first message.

The ISP sends the message back to VPOP3. Because of the size of the message, and the connection
speed, the message takes about 5% minutes to download.

At 10:05 the message download completes, so VPOP3 sends a <B>RETR 2</B> command to
retrieve the
second message.

The ISP's POP3 server then says, 'there was more than 60 seconds between the <B>RETR 1</B>
command and the

<B>RETR 2</B> command, so the user took too long to send the second command, so | will send a
"-ERR POP Timeout" response and throw the user off.

Obviously, in this case VPOP3 has done nothing wrong, as it has sent the second command as soon
as

it possibly could, but the ISP has ignored the time spent for the message download in its idle timeout
calculations. There is nothing that VPOP3 can do about this, and you need to contact the ISP to get
the problem fixed.

Other symptoms

As well as happening on the download of large messages, this problem can also happen when VPOP3
sends certain status commands, such as <B>LIST</B> (to obtain a list of messages and their sizes)
or <B>UIDL</B> (to obtain a list of message identifiers). It may also happen in rare cases at login
when the ISP POP3 server takes a long time to index the mailbox, so the time between VPOP3
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logging
on and sending the first data retrieval command may be longer than the idle timeout.

As well as being indicated by a '-ERR POP Timeout' error, in some cases, the ISP may just silently
close the connection, causing VPOP3 to report a 10503 error.

Further information
The POP3 standard (RFC 1939) says:

A POP3 server MAY have an inactivity autologout timer. Such a timer

MUST be of at least 10 minutes' duration. The receipt of any command

from the client during that interval should suffice to reset the

autologout timer.
so if an ISP has an inactivity timer of 60 seconds or so, they are actually breaking the POP3
standard.

Note that even if an ISP has a 10 minute inactivity timer, they should still take into account
the time taken for a command's results to be downloaded to the client PC over a slow connection.

-ERR Unable to copy mail spool file, quota exceeded (69)

If you receive a POP3 Client Error from VPOP3 saying something like:

The received error was: "-ERR Unable to copy mail spool file, quota exceeded (69)"
The last command sent by VPOP3 was: "PASS *tkrofokt

This error is coming from your ISP - VPOP3 is merely passing the message on to you.

The error probably means that your ISP have set a limit on the amount of disk space your account
can use and your mailbox has reached this limit. Unfortunately the ISP's POP3 mail server needs
some

extra working space which is now not available. (This has the undesirable side-effect that you cannot
now even access your mailbox in order to delete messages...)

You need to contact your ISP to ask them to sort out the problem (either they will need to delete
messages manually, or they will need to increase your disk space quota)

-ERR Unable to process From lines (envelopes), change recognition modes

If you receive an error email message from VPOP3 like:
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VPOP3 has encountered an error whilst retrieving messages from your ISP POP3 server (svrl (1))
The received error was: "-ERR Unable to process From lines (envelopes), change recognition modes."

The last command sent by VPOP3 was: "PASS #tkxxtodk

This means that when VPOP3 logged onto the ISP's POP3 server, the ISP's mail server returned an
error 'Unable to process From lines...".

Usually this means that the ISP's server is either configured incorrectly, or your ISP mailbox has
become corrupted somehow. You should contact your ISP and tell them about this error message -
they should be able to either correct their server configuration, repair your mailbox, or remove a
problem message from your mailbox if necessary.

<B>This is <I>NOT</I> a problem with VPOP3</B>

-ERR Unknown User

"-ERR Unknown User" is a POP3 error. There are two places you can receive it:[J
0

If you receive it as part of a 'POP3 Client Error' email message from VPOP3, then it means that
VPOP3 was unable to log on to your ISP's mail server because the ISP POP3 server reported an error
"Unknown User". In this case, check the In Mail settings in VPOP3 as the error means that you have
specified the wrong 'User ID' (check with your ISP if you are not sure) []

If you receive it as an error message in your email client (usually in a popup window) then it
means that the email client is trying to connect to VPOP3 using a user name which VPOP3 does not
recognise. Check that you have configured the email client correctly with the username and
password of a User in the VPOP3 User tab. []

10053 and 10503 errors with Norton Antivirus 2004

10053 and 10503 errors can happen with certain versions of Norton Antivirus 2004.[]

An update released in December 2004 caused Norton Antivirus to drop POP3 connections that
passed through it intermittently.[J

A bugfix was released by Symantec - see here for more information.[]

Forcing LiveUpdate to download all the latest updates seems to fix the problem for most people with
this particular problem.[]
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10055 errors with VPOP3 when using a SEG AR-601 ADSL Router

Problems have been reported when using an

AR-601 ADSL router

from SEG Communications which can lead to VPOP3 reporting 10055 errors, especially when using
'SMTP Direct' for sending email.

There is a firmware upgrade which can be obtained from

SEG Communications which appears to

resolve this issue. Unfortunately, at this time the upgrade isn't publically available from their
website, but they will supply it if requested.

10060 error downloading from Demon Internet, through a firewall/router

If you download POP3 email from Demon Internet through a firewall or router, you may get 10060
errors if the firewall/router is attempting monitor the POP3 connection to perform it's 'firewall' tasks.[]

This happens if you have told VPOP3 to Use Demon POP3 Extensions (on the InMail -> Configure
Routing Options window).[]

To resolve the problem, turn off this option and see if it fixes the problem.[]

The problem can happen because Demon Internet have invented their own POP3 command which
VPOP3 recognises, but which most firewalls do not recognise. When VPOP3 uses this command,
some firewalls discard the responses that Demon Internet returns, causing VPOP3 to continue
waiting for the responses until it times out.[]

If you turn off the option to make VPOP3 use this extra command, then the firewall will be happy.[]

This extra command is the *ENV command which lets VPOP3 retrieve the original SMTP envelope of
the incoming message. This command is documented here.

10060 Timeout error downloading mail from ISP when ISP uses the QPOP
2.53 mail server

A bug in the QPOP mail server V2.53 (a common POP3 mail server used by ISPs) means that in
certain circumstances, when VPOP3 sends a 'TOP' command to the ISP POP3 server, it receives an
invalid response which means that VPOP3 is not able to detect that the response has completed, so
VPOP3 continues to wait until it times out.

Unfortunately there is no workaround available - you need to contact your ISP and request that
they get an update to their mail server software.
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The only possible workaround is for your ISP to delete the offending message from your mailbox
on their server, but, obviously, this may not be acceptable because this message might be
important!

More Information

The problem happens if the first line of the message body is longer than 1024 characters long.
What <I>should</I> happen is that the ISP's POP3 server should give VPOP3 the message header,
and

then the first line of the message body followed by a '.' on a line of its own. In fact, due to a

buffer overrun problem on the QPOP server, the first line of the message body is truncated to
1024 characters, and the '." is appended to the end of this line, rather than being on a line

of its own.

The ISP should really update their server from QPOP 2.53 for lots of other reasons. There are
many known exploits with that server, and it suffers from several buffer overflow problems.

550 5.7.1 Unable to relay for....

When trying to send emails from your email client software you get an error in your email client
\"550 5.7.1 Unable to relay for ....\'[]

This error is happening because you have installed the Microsoft IS SMTP Service, and your email
client is talking to that service rather than to VPOP3.[]

To resolve this, you need to close down the Microsoft SMTP service and restart VPOP3.[]

Go to Start -> Control Panel -> Administrative Tools -> Services in Windows. []

Find the Simple Mail Transfer Protocol service (sometimes called the Microsoft Simple Mail Transfer
Protocol or Microsoft SMTP Service etc)[]

Double-click on this service to get the settings[]

Press the \'Stop\' button to stop the service[]

Set the Startup Type to Disabled.[]

Find the VPOP3 Email Server service[]

Right-click it and choose Restart[]

Accepting Incoming SMTP through a router

If your ISP is providing you with an SMTP mail feed (incoming SMTP) and you have VPOP3 connecting
to the ISP through a router then you will probably need to modify the router configuration to allow
this.

Most routers' default configuration will only allow <I>outbound</I> connections (ie connections
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from the local network out to the Internet). If you need to accept incoming SMTP mail, then you need
to tell the router to allow <I>inbound</I> connections on port 25 for the IP address of the mail
server.

Your ISP should be able to tell you what IP address they have assigned as the address of your mail
server, and you should make sure that this is the address you use.

Because there are so many different sorts of router available and many different ways of configuring
them we cannot give the details of how this should be done. You should contact the suppliers of the
router who should be able to do this.

Note that most routers will <B>not allow</B> this behaviour (incoming SMTP) if you are using an
'address pooling NAT (Network Address Translation)' setup. They probably will allow you to have
incoming SMTP if you are not using NAT or have static NAT translations set up.

Examples for CISCO I0S 12 software

Without NAT

If the ISP have specified that your mail server should be on IP address 123.123.123.123, you would
need to have something like:

interface BRIO

ip access-group 110 in
|

éccess-list 110 permit tcp any host 123.123.123.123 eq smtp
in your configuration
With NAT
If the ISP have specified that your mail server should be on IP address 123.123.123.123, and you
have assigned this an internal address of 192.168.1.1 you would need to have something like:
interface BRIO
ip access-group 110 in
!
ip nat inside source static 192.168.1.1 123.123.123.123
access-list 110 permit tcp any host 123.123.123.123 eq smtp

in your configuration

Accessing multiple POP3 accounts with VPOP3

You can set up VPOP3 to access multiple Internet email accounts quite simply.
VPOP3 1.3.4 and earlier
Set up the details of the first email account on the <I>In Mail</I> tab.

On the <I>In Mail</I> tab, choose <B></B> from the drop-down <B>Svr:</B> list box. Then enter
the details of the second email account.

Then choose <B></B> again to enter the third email account details, and so on.
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In the <I>Home User</I> version of VPOP3 you can enter up to 5 different email accounts, on all
other versions there is no limit.

VPOP3 1.3.5 and later

Set up the details of the first email account on the <I>In Mail</I> tab.

On the <I>In Mail</I> tab, press the <B>Add In Mail Setting</B> button. Then enter the details of
the second email account, and so on.

Adding a disclaimer to the footer of outgoing messages

In VPOP3 2.2 and later[]

If you want to add a fixed disclaimer to the bottom of every outgoing message, you can do so in
VPOP3 by going to the Users -> Global Signature menu item.[]

In there you can specify a global signature in plain text and HTML for your messages. There are two
signatures you can set - the one for unauthenticated senders, and one for authenticated senders.
The one for authenticated senders can contain address book data in it to personalise the signature a
bit. The settings page contains details on how to do this.[]

Notes[]

0

The signature is not added to internal messages, []

If you only specify a plain text signature, or an HTML signature, VPOP3 will convert it to the other
form if necessary. If you specify both types of signature, VPOP3 will use the appropriate one for your
messages.[]

The HTML signature has to be entered as HTML (without , tags etc), there is currently no rich-text
editor for signhatures.[]

The signature cannot contain embedded images, but it can contain links to external images -
however note that many email clients may not display images, especially external ones for security
reasons.[]

The 'Previews' section of the global signature page will currently only update after you have
submitted changes to a signature.[]

a
In VPOP3 1.x[]

If you want to add a fixed disclaimer to the bottom of every outgoing message, you can do so in
VPOP3 by going to the Users tab and pressing the Advanced button. Then press the Edit Global
Sig/Headers button. In there you can put a plain text disclaimer or signature to be added to the
bottom of every outgoing message. []
Notes[]
0

The signature is not added to internal messages, []

The signature must be plain text NOT HTML or any other advanced format. This is because a lot of
mail readers cannot handle HTML messages, so the lowest common denominator is plain text. [

If you send an HTML message, VPOP3 will automatically convert the plain text signature to HTML
before appending it to your outgoing message [J

g

Also see: Having different VPOP3 signatures depending on the email address of the sender
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After uninstalling Epanoopy, you get a "DBISAM Engine Error"

If you uninstall Epanoopy whilst VPOP3 is still running, you may get a DBISAM Engine Error being
reported. This is because the VPOP3 Plugin part of Epanoopy could not be uninstalled, so VPOP3 is
still calling that, but the Epanoopy VPOP3 Plugin cannot contact the main Epanoopy database
system.[]

To prevent this problem you should either:[]
0

Stop VPOP3 before uninstalling Epanoopy, or[]

Go to Utilities -> VPOP3 Plugins in VPOP3 and press Unload All Plugins before uninstalling
Epanoopy. Then, if you have any other VPOP3 plugins, press Refresh Plugin List to re-load the other
plugins[]

0

If you have already uninstalled Epanoopy and are having the problem, then:[]

Stop VPOP3[]

In the VPOP3 folder on the hard disk will be a subfolder called Plugins, in that folder will be a file
spamplugin.dll, delete that file[]

Restart VPOP3[]
0

Allowing remote access into VPOP3 mailboxes

Sometimes people want to be able to access their office VPOP3 mail server from a remote site.[]
With a permanent Internet connection[]

If you have a permanent connection to the Internet (eg leased line, xDSL etc) it is usually quite easy.
Simply set your router up to allow incoming access to the VPOP3 computer on the relevant ports (eg
110 for POP3, 143 for IMAP4, 25 for SMTP, 5108 for WebMail). The remote user then dials to the
Internet and connects to your VPOP3 server's Internet IP address. [J

By default VPOP3 2.0.0 and later will refuse access to email for anyone connecting from outside the
local network, so this will need to be opened up. The easiest way to do this is to go to Services ->
POP3 (or Services ->IMAP4 or Services -> WebMail, as appropriate), and find the Access Restrictions
section.[

In VPOP3 2.4.0 and later, click on the Add New Restriction text, choose Type: Any, then in the
Allowed Users box, either leave it blank to allow any user to access the VPOP3 service from the
Internet, or enter a list of VPOP3 usernames, separated by spaces, to just allow those users to
access VPOP3 from the Internet[]
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In earlier versions of VPOP3, add the line "0.0.0.0 0.0.0.0" to the Access Restrictions settings. (This
will allow access to anyone with a valid username and password from any IP address - if you want to
restrict it to certain users only, see this article).[J

Note do NOT simply allow access to anyone to your VPOP3 SMTP service, this will lead to you making
VPOP3 into an open relay. See "Allowing remote users to relay mail through VPOP3" for details on
changing the VPOP3 SMTP service restrictions.[]

By default VPOP3 1.5.0 and earlier will allow access to email for anyone connecting from outside the
local network, so this may need to be closed down. [J
Without a permanent Internet connection[]

If you do not have a permanent connection to the Internet, then the user will need to dial directly
into the VPOP3 computer or another computer on the network. This only works reliably if the dial-
inserver is running Windows NT or Windows 2000. [J

Dial-in server using Windows NT (Workstation or Server)[]

You need to install the Remote Access Server network service and configure this to allow
incoming TCP/IP connections. [J

If the Remote Access Server is running on the VPOP3 computer itself, then you only need to allow
inward access to the VPOP3 computer itself, otherwise you will need to allow inward access to the
whole network. []

Dial-in server using Windows 2000 (Professional, Server, Advanced Server) or Windows XP[]

You need to install the dial-in server portion of Windows 2000. Do this by going to Settings -
Network and Dial-up connections - Make New Connection. Then choose \'Accept Incoming
Connections\' and set it up appropriately. [J

If the Remote Access Server is running on the VPOP3 computer itself, then you only need to allow
inward access to the VPOP3 computer itself, otherwise you need to allow access to the whole
network. You set this on the Networking tab in the Internet Protocol Properties.

Allowing remote users to relay mail through VPOP3

If you are allowing remote access into VPOP3 to collect mail (see this article) then it is probable that
you might also want those remote users to be able to send their outgoing mail through VPOP3 as
well.[]

This is more complex than allowing users to collect mail, because, by default, SMTP connections are
not authenticated. This means that when someone tries to send a message through VPOP3, VPOP3
doesn\'t know who that user is. This can cause a problem if unauthorised users try to send mail
through VPOP3, as you will want to block those users, whilst still allowing legitimate users to send
mail.[]
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The default VPOP3 settings will tell VPOP3 which computer IP addresses are allowed to send
outgoing messages, so VPOP3 checks the IP address of the computer which is connected to it to
work out whether that user can send outgoing messages. However, if you want to allow remote
users to send mail, you may not know the IP addresses of the remote users' PCs.[]

In this case, you need to change the VPOP3 configuration to make it use the 'Authentication’
extension to the SMTP protocol so that your remote users can log on before sending mail. This works
fine as long as the remote users are using email client software which supports SMTP authentication.
(Most modern email clients do, but some older ones don't).[]

To do this, go to the Services -> SMTP page in the VPOP3 settings.[]

Click on Require SMTP Authentication and Do not require SMTP authentication for internal/incoming
mail[J

Make sure the SMTP Anti-Relay Protection method is set to Check Client IP Address.[]

You now need to modify the entries in the Access Restrictions box. If you currently have there
something like:[]

g

NOGLOBAL

O
192.168.1.0 255.255.255.0 noauth

d
0.0.0.0 0.0.0.001

0

This tells VPOP3 that users on the 192.168.1.0 subnet can send mail without needing to
authenticate, and users on the rest of the Internet (0.0.0.0 0.0.0.0) can send mail as long as they
authenticate first. The NOGLOBAL tells VPOP3 not to let the global access restrictions (set on the
Services page) override the SMTP service specific settings.[

The 'Do not require SMTP authentication for internal/incoming mail' option tells VPOP3 to still allow
incoming SMTP messages if you use that facility.[]

You can optionally add VPOP3 account names to the 0.0.0.0 0.0.0.0 line if you want to restrict the
users who can send mail from the Internet, eg[]

Archiver error "error accessing main store directory"”

If the VPOP3 archive facility is reporting "Possible error accessing main store directory" and the
archive store directory is a drive on another network computer, then there are a few possible
difficulties that you have to be aware of.[]

If VPOP3 is running as a service, then it does not have access to mapped drives, all drives have to
be referred to as UNC paths, eg \\Server\share\path[]

If VPOP3 is running as a service, then it could be running in a different user account from the
account of the currently logged in user. In this case, you need to make sure that the account in
which VPOP3 is running has the appropriate permissions to the shared network drive. This usually
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requires you to go to Admin Tools -> Services in Windows, edit the properties of the VPOP3 service,
and make it log in as a different user, then give that user permissions on the shared network drive.[]

Are there memory leaks in VPOP3

It is very unlikely that there are memory leaks in VPOP3 itself. VPOP3 has been tested using memory
validators and tools such as BoundsChecker. []

VPOP3 can seem to use up memory, especially in a LAN system, because there are a couple of bugs
in Windows 95 components which can cause memory leaks when opening and closing Sockets many
times. On a LAN VPOP3 server, it may be receiving many connections every hour meaning that it has
to open and close many Sockets. It is unlikely that you've got other software on your system which
would lead to the same effects. [J

The bugs that we know of in Windows 95 components are: []
0

There is an acknowledged bug in the original KERNEL32.DLL distributed with Windows 95, and not
fixed in Service Pack 1. A free fix is available from Microsoft ]

There also seems to be a bug in early versions of WSOCK32.DLL. Microsoft haven't officially
published a fix for this, however early versions of WSOCK32.DLL seem to cause large memory leaks,
and later versions (definitely those in OSR2 and probably those in MSIE 3.01) don't cause the leaks
(this was a cause of great confusion and consternation for a couple of weeks until we found the
cause of the problem). ]

avast! for VPOP3 error code meanings

This article lists some error codes which avast! for VPOP3 will report:[]

g

42040 - virus database compressed incorrectly[]
42041 - virus database corrupt[]

42051 - unknown version of archive file[]
42052 - archive file corrupted[]

42053 - unknown compression of archive file[
42054 - decompression of archive file failed[]
42056 - archive file is encrypted[]

42057 - archive file - contained file is too big[]
42058 - not enough temporary file space[]
42120 - ARJ file corrupted]

42121 - EXEC file corrupted[]

42125 - ZIP file corruptedj

42126 - RAR file corrupted[]

42127 - CAB file corrupted]

42128 - TAR file corrupted[]

42129 - GZ file corrupted[]

Backing up VPOP3 Settings
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Please see the article in our Wiki at[]

U
http://kbase.pscs.co.uk/index.php?article=315

Block a specific IP address from sending mail to VPOP3 using SMTP

You can block a specific IP address or range of IP addresses from sending mail to VPOP3 using SMTP
by using SMTP Rules.[]

In the VPOP3 settings, go to Services -> SMTP and press Edit SMTP Rules. In the SMTP Rules, add a
couple of lines like:[]

O
1*Block mail from 123.123.123.123

0
IPAddress:123.123.123.123[]
0

If you want to block all 123.123.123.x addresses, use:[]

O
1*Block mail from 123.123.123.*

il
IPAddress:123.123.123.*[]

g

And so on.[]
If you want to block from two or more different IP addresses, use something like this:[]

a
1+*Block mail from 123.123.123.123 or 234.234.234.234

u
IPAddress:123.123.123.123

u
IPAddress:234.234.234.234[]
a

BT Internet adds an incorrectly formatted From line to the start of POP3
messages

BT Internet's mail servers are configured to add a line like[J
From support@pscs.co.uk Fri Jan 26 15:12:09 2001 ]
to the start of every message you download from their POP3 mail servers.[]

This line does not comply with the RFC 822 standard defining how Internet messages should be
formatted (see below). []

A lot of email clients are forgiving and will not let this line confuse them, however when the message
has passed through other mail servers such as VPOP3, other header lines (eg a Received: trace
header line) may be added to the message header which may cause the badly formatted line from
the ISP to be treated as the first line of the message body. [
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In VPOP3 1.4.3 beta and earlier there is no workaround for this problem, but in 1.4.4 beta and later
we have added an option to make VPOP3 strip out this invalid line (In Mail -> Routing ->
Advanced -> Ignore leading "From" line added by some ISPs) []

Notes: []

This problem may also occur in other ISP's POP3 servers, but these have not been
confirmed yet []

We have attempted to contact BT Internet to try to resolve the issue on their servers, but they
have not responded to us, and feedback that mutual customers have had from them suggests that
they believe they are conforming to the standards but are unable to explain how. [J

a
RFC 2822[]

RFC 2822 is called STANDARD FOR THE FORMAT OF ARPA INTERNET TEXT MESSAGES and
defines the basic format of Internet email messages (and Usenet messages etc).[]

The sections relevant to this topic are shown below. The full text of RFC 2822 can be viewed here. []
2. LEXICAL ANALYSIS OF MESSAGES[]
2.1. GENERAL DESCRIPTION[

A message consists of header fields (collectively called "the header

of the message") followed, optionally, by a body. The headeris a

sequence of lines of characters with special syntax as defined in

this standard. The body is simply a sequence of characters that

follows the header and is separated from the header by an empty line

O o O bOa O&d

(i.e., a line with nothing preceding the CRLF).[]

2.2. HEADER FIELDS[]

Header fields are lines composed of a field name, followed by a colon
(":"), followed by a field body, and terminated by CRLF. A field
name MUST be composed of printable US-ASCII characters (i.e.,
characters that have values between 33 and 126, inclusive), except
colon. A field body may be composed of any US-ASCII characters,
except for CR and LF. However, a field body may contain CRLF when

used in header "folding" and "unfolding" as described in section

2.2.3. All field bodies MUST conform to the syntax described in

O o o o o o &g &8

sections 3 and 4 of this standard.[]

Basically this means that any message header line should consist of the field name followed directly
by a colon and then the field text, so the line

0
From support@pscs.co.uk Fri Jan 26 15:12:09 2001
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a

is not valid.

Can FAXmaker share a modem with VPOP3 and other software?

GFI Fax & Voice do not recommend that you have FAXmaker sharing a modem with any other
software.

VPOP3 cannot share a modem in your situation then you should obtain a
second modem for FAXmaker.

You can use the same telephone line for both modems by using a 'Privacy Adapter' which you should
be able
to obtain from computer suppliers or electronics stores.

Can | change the order of VPOP3 'In Mail' methods?

There is no way to change the order of VPOP3 In Mail methods, VPOP3 will process the In Mail
methods in numeric order when it does a mail poll.

a
a

However, there is no real reason to change the order. If VPOP3 does a poll every 10 minutes, then it
will process each In Mail method every 10 minutes, regardless of which order they are in. If the poll
takes longer than 10 minutes, it won't stop and restart the poll at the beginning, but continue to the
end, so each In Mail methods will still be processed as frequently as any others using the same
Connection method. Therefore, changing the order of the In Mail methods would be purely cosmetic.

a
U

If you want certain In Mail methods to be processed more frequently than others you can create two
(or more, depending on how many different frequencies you want) 'Connection' methods, assign the
In Mail methods to one or the other Connection method depending on whether you want the In Mail
method to be processed more frequently. Then on the External Mail -> Schedule setting page you
can create two connection schedules, one for each Connection method, with the appropriate
connection frequency.

a
a

For instance, you could create a Connection method called 'Frequent' which has a schedule defined
for every 10 minutes, and another Connection method called 'Less Frequent' which has a schedule

defined for every 30 minutes. Then, you set some In Mail methods to use the 'Frequent' connection,
and other In Mail methods to use the 'Less Frequent' method.

a
a
u

Keywords: priority
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Can VPOP3 be used with AOL (America Online)

VPOP3 can be used with any ISP which supports POP3 or SMTP email accounts. Unfortunately, at the
moment, AOL do <I>not</I> support this type of email account, so the only software you can use to
access your AOL email is the software you get from AOL.

Can VPOP3 get mail from a Hotmail account

VPOP3 can be used with any ISP which supports POP3 or SMTP email accounts. Unfortunately, at
the moment, Hotmail do <I>not</I> support this type of email account, they only allow access
through a web browser.

Hotmail currently are beta testing a POP3 service (this has been in beta-test for quite a while),

and this is only accessible using Outlook Express 5 or later. When this service comes out of

beta test, there may be documentation available from Microsoft on how to access the Hotmail POP3
service from other software, in which case we will endeavour to support this facility in VPOP3.

Changing email password at your ISP

If you are changing your email account password at your ISP you have to be a bit careful. In general
do NOT follow the instructions your ISP give you blindly. They will usually tell you to change it in your
settings at the ISP, then change it in Outlook/Outlook Express as well. Do NOT do that.[]

What they really mean is that you have to change the password in your settings at the ISP, then
change it in the software which downloads the mail from your ISP. If you are using VPOP3, then that
usually means change it at the ISP and in VPOP3 - NOT in Outlook as Outlook will not be
communicating with your ISP's mail servers at all.[J

So, once you have changed the password at your ISP, go to the External Mail -> In Mail settings in
VPOP3, click on the appropriate In Mail method(s) and change the account password in there. That is
ALL you need to do.[]

You only need to change the password in Outlook if Outlook is talking directly to the ISP (not VPOP3)
or you change the user's password in the VPOP3 Users -> Accounts settings as well - that is not
necessary for changing the password at your ISP!

Changing the From address of an autoresponder

By default, a VPOP3 autoresponder will set the 'From' address of the autoresponse message to be @,
where is the user's account name defined in VPOP3, and is the default domain defined in the Local
Mail section of VPOP3.[]
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If you need VPOP3 to use a different 'From' address, then you can specify this by adding the text[]
0

into the autoresponse text. This must be on a line of its own.[]

(There are other, similar, control sequences you can use to customise autoresponse messages,
please see the documentation for more information).

Changing VPOP3 Startup Options

When you install VPOP3 you can decide whether VPOP3 should run as a Service (either a Windows
NT Service or a Windows 95/98 Service), run from the Startup group, or not start automatically at all.

If you later change your mind, the <I>easiest</I> way to change the settings is actually to reinstall
VPOP3 (do <B>not</B> uninstall it first!). This will not change any other settings, and you will not
lose any users, messages or your licence details.

If you want to change the option manually, see below:

Windows NT/2000 Service

To add it as an NT service

Choose 'Install VPOP3 Service' from the VPOP3 item on the Start menu. (This option is only available
if you chose to install the NT service when you installed VPOP3 - if you didn't then you MUST reinstall
VPOP3 and choose to install this option).

To remove the VPOP3 NT service

Choose 'Remove VPOP3 Service' from the VPOP3 item on the Start menu

Windows 95/98 Service

To add it as a Windows 95/98 Service

Using Regedit, find
<B>HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices</B>

Add a new value to this key where the name is <B>VPOP3</B> and the value is the location of the
VPOP3.EXE file (eg <B>c:\program files\vpop3\vpop3.exe</B>)

To remove it as a Windows 95/98 Service

Using Regedit, find
<B>HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices</B>

Remove the value called <B>VPOP3</B>

Choosing a VPOP3 licence size to use with LAN Forwarding to another mail
server

To use VPOP3 with another mail server such as Microsoft Exchange Server, Lotus Domino Server or
any other SMTP capable email server you need to use the 'LAN Forwarding' feature in VPOP3.

g
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d

If you are using VPOP3 as a spam filter before the other mail server, then the most effective way is
to have a user in VPOP3 for each user on the other mail server, so that each user's spam gets put
into a quarantine for that user. In this case, you need a VPOP3 licence size at least as large as the
number of users on the other mail server.

a
u

If you are not using VPOP3 as a spam filter, or you are using it as a spamfilter but not using the
VPOP3 quarantine facility, then you need to use the general LAN forwarding licence rules:

g

With LAN Forwarding VPOP3 counts the number of email addresses that it forwards to on the other
mail server. It has no way of knowing which are USERS on the other mail server, so it has to assume
that each distinct email address is a user on that mail server. So, first you need to work out how
many email addresses you wish on the other mail server. Note that this may not be the same as the
number of users, as groups on the other mail server count as an email address.

a
a

Then, with VPOP3 Standard, you need a matching licence size, with a cap of 25 users. A 25 user
licence of VPOP3 allows unlimited LAN forwarding.

a

With VPOP3 Enterprise, the cap is 10 users, so a 10 user licence gives you unlimited LAN forwarding
as well. (Note that VPOP3 Enterprise is more expensive than VPOP3 Standard, but gives you a lot of
Exchange-like features, such as shared message folders, access from anywhere and so on, but
working with almost any email client, not limited to Microsoft Outlook. If you are using Microsoft
Exchange, these may not be that useful, but it may be a suitable, cheaper, alternative to Exchange if
that is why you are considering using Exchange).

a
a

This may be clearer with some examples:

0
Using VPOP3 Spamfilter and quarantine:[]

O
O
O
Number of Users
O
O
VPOP3 Licence size
O
O
O
O
70
100]
O
O
42[]
50[]
O
O
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157[]

250[]
O
O
678[]
Unlimited[]
O
O
O
Otherwise:[]
O
O
O
Number of Email Addresses
O
O
VPOP3 Standard Licence size
O
VPOP3 Enterprise Licence size
O
O
O
O
30
50
10[]
O
O
80
10[]
100]
O
O
170
25[]
10[]
O
O
53]
250
100]
O
O

Command line options for the VPOP3 Status Monitor

The VPOP3 Status Monitor program (VPOP3Status.EXE) supports several command-line options
which advanced users may find useful. To use these, modify the Windows shortcut which launches
VPOP3Status.EXE to add these options at the end of the command line.[]
0

/debug - this makes the status monitor run in debug mode. In this mode, it writes diagnostic
information to a file called C:\VPOP3STATUS.LOG[]

/s: - this makes the status monitor start up connecting to the configuration called 'servername’ (in
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the VPOP3 Status Monitor configuration you can specify multiple configurations)[]

/o - this makes the status monitor start up with the status window open. If this is not specified,
then it starts with the status window closed, and only the task tray icon showing([]

/g - this makes the status monitor not report any connection errors it gets at startup[]

/r - this makes the status monitor read its settings from the registry
(HKEY_CURRENT_USER\Software\PSCS\VPOP3Status) rather than from the VPOP3.INI file. This allows
the same shortcut to be used by several users to start VPOP3 using user-specific settings rather than
global settings[]

a

Keywords: registry vpop3status

Configuring SpamPal to work with VPOP3

The SpamPal user manual has a very good section on configuring VPOP3 and SpamPal to work
together. There is no need to repeat it here.[]

View the SpamPal & VPOP3 setup guide

Configuring VPOP3, SPAMPAL, Norton Antivirus and Outlook

(NB. This article has been submitted by a user - it has not been verified by Paul Smith Computer
Services) []
I

0
Configuring VPOP3, SPAMPAL, Norton Antivirus and Outlook[]

Making it all work together[]

Adrian Challinor[]

Osiris Consultants Ltd

September 2003[]

Introduction. 2[]

Versions Used. 2[]

Installation. 3[]

Configuring the programs. 3[]
Configure NAV.. 4[]
Configure SpamPal 6[]
Configure VPOP3. 8[]

Tagging SPAM in SpamPal 11[]

VPOP3 Download Rules. 12[]

Using RegExFilter 14[]

Configuring Outlooks Rules. 16[]

ONOUARRRWNR
Wi R

This document may be freely copied, amended and updated. The author is contactable in case of
questions, errors, or omissions at: [J

adrian.challinor (at) osiris.co.uk ? just replace the (at) with the appropriate symbol. [

All trade marks and copyrights are acknowledged. My personal vote of thanks is offered to Paul
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Smith Computing Services for VPOP3; James Farmer for SpamPal; Symantec Corporation for Norton
Antivirus. | would like to thank the technical support team at PSCS and especially David James and
Paul Smith for their help, comments and patience whilst | got this all working. [

1 Introduction []

This document is an unofficial guide to getting VPOP3 working with both Norton Antivirus and
SpamPal. The aim of this is to: [

a) Provide a POP3 distribution on one of your PC's for local mail; [
b) Ensure all mail is checked by Norton and any virus is quarantined(]
C) Remove any mail that is identified as SPAM. []

Spampal is the work of James Farmer and is obtainable free from http://www.spampal.org/. []

VPOP3 is the work of Paul Smith Computer Services and is a licensed product available from
http://www.pscs.co.uk/ [

Norton Antivirus (NAV) is the work of Symantec and is a licensed product available from
http://www.symantec.com/ [

My personal thanks to all three and their employees from this very satisfied user. | used to get over
80 spam messages per day, now | see less than 3 per day, and we have never had a virus come in
via email. ]

2 Versions Used[]

This work was done on the following configuration, but other configurations may very well work.
Unfortunately, | am unable to test them for you! [

Operating System: Windows 2000 Server[]
VPOP3 V1.5.4[]

Norton Antivirus: NAV 2001 (V7.07.23D)[]
SpamPal: Vv1.500

Outlook: Office 2000 Version[]

Why use NAV 20017 Well, NAV 2002 and 2003 don't support Windows Server. They refuse to install
on a server, so NAV 2001 Server is used. []

g
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3 Installation [J

Follow all installation procedure for your products. Download all products and install in the following
order: []

1) NAV - ensure you have virus protection enabled before you do anything else. Run Live
Update repeatedly until NAV informs you that you have no further updates outstanding. This may
require you to reboot several times. Make sure you set up the scheduler within NAV to look for virus
definition (that's LiveUpdate) at least three times per week. Norton normally publish updates on a
Wednesday, but they have been known to put emergency definitions out from time to time.

0

2) Outlook. This example uses Outlook, because we will configure some rules in Outlook later
on, but of course, you can use any email program you like. The principals don't change and the
majority of this document doesn't mention Outlook at all.

0

3) VPOP3 - It's a good idea to configure this to work with your ISP first off. You wont
immediately have anti virus protection, so please take care what you down load. However, it is wise
to verify that you do have connection to your ISP, that you have the users set up correctly, and that
this part works as expected.

l

4) SpamPal - this will complain about the POP port 110 being in use. You may safely ignore
this warning for now. We will configure SpamPal in the next stage. []

4 Configuring the programs []

At this stage you should have VPOP3 downloading and sending mail to and from your ISP. It's a good
idea to check you can send and receive. Perhaps your ISP has a webmail interface you can use to
send yourself mail, or you have a friend you can send a test message to. Make sure that Outlook (or
an email program of your choice) can send and receive mail via VPOP3. This is just to ensure that
you have all the connectivity sorted out. It eliminates this from problems later on. [

The aim is to now configure all three programs (VPOP3, NAV, SpamPal) so that VPOP3 reads
messages from SpamPal, which in turn validates them via NAV. To do this, we need to change a few
port addresses, as all three think they are reading POP mail on port 110. [

l
4.1 Configure NAV []

First enable external email virus filtering. This is done by opening Norton Antivirus and selecting
Options. Then navigate to the Email Protection section of the Internet block. []

<img height="426" alt="" src="http://kbase.pscs.co.uk/admin/images/navspampal01.jpg"
width="542" border="0" v:shapes="\"_x0000_i1025\""/>[]

Change the Action to read ?Quarantine the attachment?. Because this will work in the background,
you do not want ?Ask me what to do?. ]

Next, open up Advanced. Make sure that ?Enable Manual configuration? is check. [J

<img height="426" alt="" src="http://kbase.pscs.co.uk/admin/images/navspampal02.jpg"
width="542" border="0" v:shapes="\"_x0000_i1026\""/>[]
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Press OK until you come out of Options, and then close Norton Antivirus. []

Now change the POP3 port for NAV. These instructions are exactly the same as those listed in the
PSCS Knowledge Base. This requires the use of the Registry Editor. This is a potentially dangerous
exercise, and should be done only by competent users. To start RegEdit, use the Start Button, then
select 7Run?? and enter RegEdit as the command. The Registry Editor will open. []

Navigate to: [

HKEY_LOCAL_MACHINE [J

SOFTWARE[]

Symantec[]

Norton Antivirus[]

eMail Protection[]

Select the key called ?Default Port?. It will be a Hex number 0x0000006E (Decimal 110). Double click
the key to open it and change the value to 456 (Hex) or 1110 (Decimal). [

Press IK to save the change, and exit RegEdit. Ensure that you are changing the right key. Do not
change the value of ?Defaults? in the Ports folder under the eMail Protection key. []

This change will require you to reboot the computer to make it active. [
4.2 Configure SpamPal[]

SpamPal will have already warned you when it was installed that it could not gain control of the
default POP port. This is OK, and we will no set it to have a specific port. [

Open the SpamPal Options utility by clicking on the SpamPal icon on the task bar <img height="20"
alt="" src="\"http://kbase.pscs.co.uk/admin/images/navspampal04.jpg\"" width="17" border="0"
v:shapes="\"_x0000 _i1027\""/> and select ?Options?. Navigate to the Connection node. ]

<img height="407" alt="" src="http://kbase.pscs.co.uk/admin/images/navspampal06.jpg"
width="554" border="0" v:shapes="\"_x0000_i1028\""/>[]

Select the POP3 port and press Properties: []

<img height="430" alt="" src="http://kbase.pscs.co.uk/admin/images/navspampal08.jpg"
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width="522" border="0" v:shapes="\"_x0000_i1029\""/>[]

Set the local port number to be 1101. It may have already defaulted this. Press OK to close this
dialog, and OK again to close the Options dialog. []

Please ensure that you have set the NAV and SpamPal ports to be: []

NAV 1110

SpamPal 1101

Strictly speaking, they can be other values. But these work just fine. They must be different and
unused. []

0
4.3 Configure VPOP3 J

Open up the VPOP3 Settings window and select the InMail tab. This is where the complex part
happens. At this stage, the settings will be: ]

Address: Your ISP?s POP3 server address []
Username: Your login name to the ISP
Password: Your password for the login name[]
Port: 110 0

We will change all but the password. In the example below, | have hidden things like my username
and password. Make a note of these ? we will need them and if anything goes wrong, its good to be
able to change it back! You can see that | have an account called Eclipse which is where | have my
domain and mail registered. []

First, change the PORT to 1110. This is the port we specified for NAV. VPOP3 will ask NAV for the
mail. ]

The address we will change to ?pop3.norton.antivirus?, this being the default name for the NAV
interface. It maps to IP address 127.0.0.1, which is the local IP address of your server. [J

<img height="393" alt="" src="http://kbase.pscs.co.uk/admin/images/navspampal09.jpg"
width="567" border="0" v:shapes="\"_x0000_i1030\""/>[]

Finally, we change the User ID. This is the complex part. It?s worth doing this in Notepad (or some
other editor) and copying it in, because the field on the VPOP3 dialog box is a little small to see what
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is going on. [J

This will become: []

USERNAME@ADDRESS/localhost:1101[]

where []

USERNAME is what was in this box originally, the user name you use to connect to your
ISP.[]

ADDRESS is the original contents of the address field; that is the address of the

POP3 mail server at your ISP. []

localhost is just like the earlier address we entered for the NAV address. In
fact, ?localhost? and ?pop3.norton.antivirus? are synonymous, they both point to the IP address
127.0.0.1, which is your local machine. ]

1101 is the port name we assigned for
SpamPal. []

Do not worry if this string is long, or if it contains multiple ?@? symbols. This is OK, and will be
handled correctly. A typical string might read:[]

mypostmaster@mydomain.co.uk@mail.myisp.co.uk/localhost:1101[]

where: []
USERNAME = mypostmaster@mydomain.co.uk[]
ADDRESS = mail@myisp.co.uk [J

I know it?s surprising, but in fact all three programs seem to cooperate very well in this
configuration! []

<img height="930" alt="" src="http://kbase.pscs.co.uk/admin/images/navspampalll.gif"
width="511" border="0" v:shapes="\"_x0000_i1031\""/>[]
5 Tagging SPAM in SpamPal ]

Having got this far, you will now want to tell SpamPal how to recognise SPAM and what to do with it.
There are many documents on the web that tell you exactly what the various SpamPal configuration
settings do, and this document will not attempt to replace these. What this will do is tell you some of
the ways in which you can get SpamPal to tag mail as spam, and VPOP3 / Outlook to do something
about it! [

| use a combination of SpamPal settings: [
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Whitelists: | enter the IP address of all newsletters and e-magazines
that | want to receive in the white list. This prevents later processing by SpamPal flagging things like
the W2K news letters as spam. My entries include things like:

0

do_not_reply@w2knews.com

0

symantec_bulletins@symantec.com[]

Public Blacklists: You should choose which of the DNS Block Lists you wish to use.

Some are a lot more aggressive that others, which leads to some mail that is valid being tagged as
SPAM. Which you use are entirely up to you.

a

0

0

Countries: Again, if you don?t want to receive mail from certain
countries that are less than diligent about preventing SPAM, then flag those you wish to exclude. []
You need to tell SpamPal how to tag mail that it identifies as SPAM. These tags are what VPOP3 will
use to identify the spam and deal with it. My selected configuration is as follows: [

<img height="277" src="http://kbase.pscs.co.uk/admin/images/navspampall2.jpg" width="398"
border="0" v:shapes="\"_x0000_i1032\"" alt=""/>[]

Experienced SpamPal users might notice that | changed the subject line for Spam tagging. That was
so it could fit in with my VPOP3 download rules. More on this later. [

6 VPOP3 Download Rules[]

In order to reject message that are marked as spam in VPOP3, you must enable the download rules.
This is done by first checking the checkbox ?Use Download Rules?:[]

<img height="384" src="http://kbase.pscs.co.uk/admin/images/navspampal09.jpg" width="553"
border="0" v:shapes="\"_x0000_i1033\"" alt=""/> [J

Then, edit the DL Rules file. Exactly what you put in this file is up to you. There are two basic
choices: [J

1) Do you want to redirect any Spam messages to a special mailbox? You might do this until
you are certain that the messages you are getting do not include any false positives (valid mail
being tagged as spam).

0

2) Do you simply wish to delete the message and have done with it. ]
VPOP3 allows you to do either, by adding the following codes: []

1) Redirecting Spam Mail

0

These codes redirect all Spam to a user call SPAMBOX, and delete them from the mail server. | do
this because | use a webmail program to access my mail when | am away from my home or office.
Deleting spam mail reduces the list | have to process over a web front end. | can always get the
original message when | return to base, because it will be in the SPAMBOX user. [
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0
+>SPAMBOX?spampal Headers[]

X-SpamPal: SPAM[]

+>SPAMBOX?Subject []

Subject: [
2) Deleting Spam Mail
0

These codes silently delete all Spam:[]
+@spampal Headers[]

X-SpamPal: SPAM[]

+@spampal Subject ]

Subject: [

In both cases, note that | first look for the header, X-SpamPal and then check the subject line. This is
really belt-and-braces stuff, as the second rule will very rarely fire.[

0

7 Using RegExFilter [

There is also a supplied content filter called RegExFilter that is available with SpamPal. This is loaded
as a SpamPal add-in.[]

RegExFilter uses a set of rules that scan the incoming message. If a certain text, or pattern, fires a
rule in RegExFilter, it will increment a Spam score by an amount. If this score exceeds a certain
value that extra headers are added to the message. These extra headers are of the form X-RegEx:
There can be many, as each rule that is triggered will add some text. This helps you track and tune
the rules to your requirements. This tuning process is beyond the scope of this document. More
details can be found at http://www.slabihoud.de/spampal[]

One typical spam message might have the following added: []

X-RegEx: [235.4] BASE64 ENC _TEXT_B Message text disguised using base-64 encoding[]

X-RegEx: [21.8] HTML_FONT _BIG FONT Size +2 and up or 3 and up 0

X-RegEx: [0.0] WEIRD_PORT Uses non-standard port number for HTTP 0

Creating fax cover pages for the VPOP3 FaxServer

This information only applies to the fax server software in VPOP3 2.0.3 beta and later{]

The VPOP3 FaxServer uses .VCP files to define cover pages. Currently these can only be created
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manually, which is a relatively simple task if you have a graphics program which can create TIFF files
(most can) and a text editor (eg Notepad).[]

First of all, create a monochrome TIFF file containing the cover page details (logos, text etc). This
should be a suitable size to cover a whole page. A suitable size would be 2376 x 1728 pixels.[]

Then, using your graphics program note down the bounding coordinates for the locations where you
want the VPOP3 FaxServer to put information such as the sender's name, subject, comments etc.[]

Create a new file in Notepad, and, using the following example as a template, define where the field
locations are[]
file coverl.tiff

0
font arial 14 BI

0
recipientname 658 418 1474 458

0
recipientcompany 658 468 1474 508

0
recipientfax 658 558 1474 608

0

sendername 658 640 1474 690

0

sendercompany 658 700 1474 750

0
senderphone 658 770 1474 820

O
senderfax 658 820 1474 880

u
date 658 920 1474 970

a
pages 658 1020 1474 1070

a
subject 244 1078 1474 1128

O
comment 224 1138 1474 2052

0
date 658 980 1474 1030(]
pages 658 1080 1474 1130(]
comment 224 1138 1474 2052 arial 12[]
0
0
The line 'file' defines the TIFF background (this is optional) ]
The line 'font' defines the default font - this can be overridden on each line (eg in the comment
line in the above example) ]
On the other lines, the coordinates are left top right bottom in pixel coordinates from the top left
of the page []
The font definitions are font name, font size (in points), and then some optional modifiers:[]

B - Bold []
I - Italic ]
U - Underlined []
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S - StrikeThrough [J
C - Centered []
E - Truncate text that is too long and end it with '..." [
R - Right justified [
L - Limit to a single line ]

0

0

0

On the cover page definition box in the VPOP3 FaxServer settings, you can optionally enter two VCP
files separated by a ; (semicolon). The second will be used if the fax comments overflow past the
cover page comments box. If a second VCP file is not specified, then the VPOP3 FaxServer will
automatically use the BLANK.VCP file.

Daily Summary is not reporting all Sent messages

For VPOP3 to log outbound messages it needs to be able to work out that the message is FROM: a
user whose mail is handled by the local VPOP3. To do this it has to examine the FROM: address in
the message header.

If the message is FROM: fred@domain.com, VPOP3 will look to see if fred@domain.com is a local
user or not.

This means that first of all, VPOP3 will check that 'domain.com' is listed in the 'Local Domains' box
on the 'Local Mail' tab, and secondly, that 'fred' is listed in the VPOP3 user list.

Defining Access Restrictions in VPOP3

You can restrict access to VPOP3\'s internal servers by going to the Services page in the VPOP3
settings and clicking on the links for the various servers(Local Servers tab and pressing the
<B>Configure</B> buttons on the various server lines in VPOP3 1.5.0 and earlier) and editing the
values in the <B>Access Restrictions</B> box.[]

Format of Access Restrictions values[]

0

Any line beginning with \'#\' is ignored.[]

Each line defines a range of IP addresses which can are either allowed or prohibited.[]

If a line begins with a \'!\' then the following range of addresses will be prohibited, otherwise they
are allowed.[]

Each line contains either a single IP address or a range of IP addresses defined using:
<B>Network address</B> <B>Subnet Mask</B>[]

For instance, a line: 1192.168.17.0[][J255.255.255.0means that all addresses from 192.168.17.0 to
192.168.17.255 are prohibited

0

The access restrictions list is processed until either a matching address is found, or the end of the
list is reached. []

Unless otherwise defined, all IP addresses are allowed. To prohibit any addresses which aren\'t
otherwise mentioned, set the last line of the file to: '0.0.0.0 0.0.0.0[]

With the Web Mail server, POP3 server, and SMTP server, you can also put a list of usernames after
the subnet mask part of the line. For instance, the line 192.168.1.0J255.255.255.0Jfred bob
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sarahmeans that only Fred, Bob and Sarah can access VPOP3 from the address range 192.168.1.0 to
192.168.1.255[]

With the SMTP server, putting NOAUTH after the subnet mask part of the line tells VPOP3 that from
the listed addresses, no authentication is needed. So, for instance 192.168.1.0[]255.255.255.0
noauth 0.0.0.0[]0.0.0.0means that computers in the range 192.168.1.0 to 192.168.1.255 can send
messages without needing to authenticate first, but addresses outside that range can still send
messages, but only if they use whatever authentication methods have been specified on the SMTP
Server Configuration window.

Delete Temporary Files button doesn't work

On the VPOP3 <B>Diagnostics</B> tab there is an option to <B>Keep Temporary Files</B>. This
option

tells VPOP3 to rename files to D*.DAT instead of deleting them - this option is intended for
diagnostics purposes.

If you turn this option on, obviously the VPOP3 hard disk will fill up with old files which

are usually not needed. By pressing the <B>Delete Temporary Files</B> button on the VPOP3
<B>Diagnostics</B> tab, you should be able to tell VPOP3 to delete all these old files. VPOP3
1.4.5 Beta also has an option to automatically delete these files that are over a certain age.

In some cases this button and automatic option do not work. This is usually because a file
<B>VPOP3INST.DAT</B> is missing from the VPOP3 directory on the hard disk, or subdirectories.

The VPOP3INST.DAT file tells VPOP3 (and the VPOP3 uninstaller) that a certain directory was
created by VPOP3, so it can automatically process/delete files within that directory. When you
press the <B>Delete Temporary Files</B> button VPOP3 checks for this file so it will not delete
files in subdirectories of the VPOP3 directory that you have created manually.

Solution

Ensure that there is a VPOP3INST.DAT file in the VPOP3 directory, and all VPOP3 subdirectories.
If possible copy an existing VPOP3INST.DAT file into these locations, otherwise create an empty
file with this filename and save it in these locations. (The contents of the file do not matter,
VPOP3 just checks for the existence or otherwise of the file).

Deleting incoming POP3 messages to unknown users

Some people want VPOP3 to discard incoming POP3 messages which are to unrecognised users,
rather than the normal options of sending them to a specified user, or generating a bounce
message.[]

We do not recommend this, because, although this method does discard a lot of spam, it also
discards legitimate messages which were mistakenly misaddressed, and the sender won't receive an
error message to say their message wasn't received - their message will just vanish without trace.[]

However, if you still want to do this, go to the Mappings page in the VPOP3 settings, and add a new
mapping, with the email address set to ~@your.domain.com, and the target mailbox set to No-one.
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The ~@ style of address means 'unrecognised address at', and 'No-one' is a built-in list with no
members, so redirecting messages to that address makes them disappear.[]

(NB - we won't be held responsible if you do this and subsequently lose important emails which the
sender addressed incorrectly, or for any subsequent loss, such as lost sales, or legal action).[]

Keywords: delete discard unrecognised unknown invalid

Demon POP3 Extensions

VPOP3 has a facility to use the POP3 Extensions (<B>*ENV</B>) defined by Demon Internet. This
can

be enabled by going to the VPOP3 <B>In Mail</B> tab, pressing <B>Routing</B> and enabling
the <B>Demon POP3 Extensions</B> option.

This option should normally be used if you are downloading mail from a Demon Internet account,
EXCEPT in the following case:

If you have a registered domain with a company OTHER THAN Demon Internet, and that company
are forwarding all your mail onto a specific email address on your Demon account

(eg '<I>info@company.demon.co.uk</I>"'), then the *ENV command will tell VPOP3 that all your mail
is addressed to the user <I>info</I>, regardless of who the original message was sent to. This is
because the *ENV command only knows the recipient of the message when Demon received it, not
when

the message was originally sent.

If the registered domain is with Demon Internet, then they usually handle it so that the
recipient is kept, so the *ENV command works correctly. Some other ISPs also will be able to set
up their email forwarding so that mail sent to @domain.com can be forwarded

to @company.demon.co.uk, and will keep the original recipient name so that the *ENV
command can be used successfully.

Details for SMS messaging to TELSTRA in Australia

To send messages using VPOP3_SMS to a TELSTRA mobile phone you should use the <B>TAP</B>
service with the server phone number of 018 018767 (+61 18 019767 from outside Australia)

The VPOP3 Plugins help has further details of how to use this information

(Information kindly submitted by Rod Webster)
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Discarding incoming mail to unrecognised users

Sometimes people want VPOP3 to discard all incoming mail for unrecognised users, rather than
bouncing it back to the sender, or sending it to another user.[]

This is not something we recommend, as it will mean that any legitimately mis-addressed email will
be discarded with neither you nor the sender knowing what has happened to it, so the sender may
think that you are ignoring them, rather than that you never got the message.[]

However, if you do want to do this, then go to the Mappings page in the VPOP3 settings, add a new
mapping with the Address set to ~@ and the Target Mailbox set to No-one.[]

The ~@domain address will act on any unrecognised email address at the specified domain, and the
target of No-one will make that mail be discarded.

Does VPOP3 have a 'Global Address Book'?

VPOP3 contains an LDAP (<B>L</B>ightweight <B>D</B>irectory <B>A</B>ccess
<B>P</B>rotocol)

server. This allows you to share email addresses and contact information around your network
as long as the email client you are using supports LDAP.

Most <B>modern</B> email clients support LDAP in one form or another, for instance, Outlook 97
does NOT support LDAP, but Outlook 98/2000/Express do.

A lot of email clients call the LDAP service a <B>Directory Service</B> so look for that in the
email client documentation.

Note that the 'Directory Service' usually acts different from a normal email client specific

address book in that you have to search for addresses, you cannot simply list all the addresses.
This is just down to the way that the LDAP system is designed (it is intended to work with databases
that can contain millions of addresses that can be accessed over slow network connections). Email
client address books are normally meant to work with local databases of hundreds of addresses
over very fast connections.

Does VPOP3 have \'Out of Office Agents\'?

VPOP3 has autoresponders which can act as 'Out of office agents' or do a lot more.[]

Users can set the autoresponder on their account by logging into their WebMail pages, and going to
'Mailbox Settings'[]
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Administrators can set the autoresponder on any account by going to Users -> Accounts in the
VPOP3 settings, selecting the appropriate user, and going to the 'Autoresponder’ tab.[]

For an 'Out of Office' reply, we recommend having the Keep Incoming message in mailbox after
responding and Only respond once to each sender options checked. (You may want to have VPOP3
Automatically clear log of responded to senders every day so that each sender will get a response
once per day). For more advanced uses of autoresponders you may want different options here.[]

Note that the Only respond once to each sender option is highly recommended, otherwise you can
end up with two autoresponders sending messages to each other non-stop, and you will return from
your break to find millions of autoresponder messages filling up your mailbox.[]

For more information on autoresponders, see the Autoresponder section in the VPOP3 help[]

Keywords: autoresponder out of office reply agent automatic responder

Does VPOP3 support ADSL/DSL connections

VPOP3 and VPOP3 Enterprise both support ADSL and DSL connections.

ADSL and DSL connections are usually made through either a "network"
card plugged into the PC, or an external box which is plugged into a network hub (or connected to
a standalone PC using a "swapover" cable).

To use these ADSL/DSL connections from VPOP3, simply tell VPOP3 to 'Connect Using LAN' on the
<B>Connections</B> tab and set up the Windows networking settings to use the ADSL/DSL
connection as

instructed by your service provider.

Does VPOP3 support Cable Modem connections

VPOP3 and VPOP3 Enterprise both support Cable Modem connections.

Cable Modem connections are usually made through either a "network"
card plugged into the PC, or an external box which is plugged into a network hub (or connected to
a standalone PC using a "swapover" cable).

To use these Cable Modem connections from VPOP3, simply tell VPOP3 to 'Connect Using LAN' on
the

<B>Connections</B> tab and set up the Windows networking settings to use the Cable Modem
connection as

instructed by your service provider.
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Does VPOP3 support Multilink PPP connections

"Multilink PPP" is a facility of Windows NT and Windows 2000 which allows it to use several
dial-up connections together to get a faster link to the Internet than normal (the ISP must support
this facility as well). Note that multilink connections typically cost more than normal connections
as you have more than one telephone call in operation at once.

VPOP3 1.4.0 and later support Multilink PPP connections when running under Windows NT or
Windows

2000.

Multilink PPP in VPOP3 1.4.0x

In these versions of VPOP3 the Multilink capability is there, but it is not made public because

it was still unverified when VPOP3 1.4.0 was released (it has since been confirmed to work properly).

To enable the option follow the following steps:

Close VPOP3

Using RegEdit, find <B>HKEY_LOCAL_MACHINE\SOFTWARE\PaulSmith\VPOP3\Secret</B>
Set the DWORD value <B>DoMultilinkRAS</B> to a 1 (one)

Restart VPOP3

This will enable the multilink feature for all dial-up connections from VPOP3. (To enable it on
selected connections you will need to upgrade to VPOP3 1.4.1 beta or later)

Multilink PPP in VPOP3 1.4.1 beta and later

Go to the <B>Connection</B> tab. In the <B>RAS Details</B> section is a checkbox called
<B>Use Multilink RAS</B>. This box is enabled when running in Windows NT or Windows 2000. Just
check

that checkbox to use a Multilink connection. You can set this option differently for different
connection methods.

Does VPOP3 support SPF (Sender Policy Framework)

SPF lets a program receiving a message using SMTP determine whether or not the computer which
sent the message to the receiving program was authorised to send a message from that sender. It is
used to help prevent email sender address forging. In itself it is not an 'anti-spam' system, as
spammers can send messages which pass SPF checks by using their own email address to send the
spam messages, however, it does give you a degree of confidence that the sender of the message
has not been forged.[]

VPOP3 does not currently support SPF natively (as of VPOP3 2.2.7), but VPOP3 2.1.0 and later
supports the Lua Scripting language, and we have an example script which performs SPF checking
on our website forums, here[]

Does VPOP3 support SSL connections?
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VPOP3 Enterprise 2.2.0 and later support server-side SSL support to the WebMail/WebAdmin, POP3,
SMTP and IMAP4 services.[]

Earlier versions of VPOP3, and all versions of VPOP3 Standard do not support SSL (Secure Sockets
Layer) connections.[]

Also, see here for details on setting up a third party tool to 'convert' VPOP3 connections into SSL
ones.[]

Keywords: ssl

Does VPOP3 support UUCP

UUCP is an old protocol which was used for transferring mail from an ISP to a mail gateway(UUCP
means 'Unix - Unix CoPy").

Because UUCP is largely obsolete and has been replaced by POP3 and SMTP protocols for
transferring mail, VPOP3 does not support UUCP, and we currently have no plans to make it support
UUCP.

Most ISPs which support UUCP also support the more widely acceptable POP3 and/or SMTP protocols
as well, so it is worth asking your ISP if you can transfer the account to the newer protocol.

Does VPOP3 work on Windows ME

VPOP3 works on Windows Millennium Edition (Windows ME) with no problems.

Does VPOP3 work on Windows XP

Yes, VPOP3 works with Windows XP.

The Windows XP "Upgrade Advisor" may warn about VPOP3, but that is because

the Upgrade Advisor merely has a list of programs which it knows about which work on
Windows XP, and anything which is not on that list will generate a warning. It is by no
means an exhaustive list.

Does VPOP3 work with Sophos PureMessage

VPOP3 will not work directly with Sophos PureMessage.[]

PureMessage will only work directly with the Microsoft SMTP server, or with Microsoft Exchange
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Server.[]

If you want to use PureMessage with VPOP3, you need to set up an installation of Microsoft SMTP
Server (preferably on a different computer). Then, you need to set your incoming SMTP mail feed to
deliver your incoming mail to this Microsoft SMTP Server, and configure the Microsoft SMTP Server to
forward all your messages on to the VPOP3 server.[]

(Note that PureMessage only works with an incoming SMTP mail feed - it will not work if you collect
your mail from an ISP's POP3 mail account)[]

The details of configuring PureMessage with the Microsoft SMTP Server is not something we are able
to help with, you should contact Sophos technical support for help with this. There is no special
configuration needed for VPOP3, in this instance it is just an SMTP server that the Microsoft SMTP
server needs to be configured to deliver the mail to.[

Note that VPOP3 2.2 and later come with their own spam filter software, and VPOP3 also works well
with SpamPal. All these methods work with incoming SMTP or POP3, and are much simpler to
configure. Also, if you have an incoming SMTP mail feed you may wish to investigate the Red Condor
spam filtering service which has almost zero maintenance and also works well with VPOP3.[]

For virus scanning of incoming messages, you can use Sophos 'SAV Interface', avast! for VPOP3 or
MailScan for VPOP3 - see the pricelist for pricing details.[]

Keywords: PureMessage Pure Message

Downgrading from VPOP3 Enterprise to VPOP3 Standard

To downgrade from VPOP3 Enterprise to VPOP3 Standard (for instance, after evaluating VPOP3
Enterprise) simply install VPOP3 Standard over the top of your VPOP3 Enterprise installation[]

Do NOT uninstall VPOP3 Enterprise first[]
All your settings, users, messages etc will be retained in the downgrade[]

Once you have installed VPOP3 Standard you will need to go to the Info page in the settings to enter
the VPOP3 Standard licence key

Download Rules don't work

There are several reasons why VPOP3's Download Rules may not work:

Download Rules only act on messages downloaded by VPOP3 using the POP3 protocol. (For incoming
SMTP messages, look at <I>SMTP Rules</I> instead)
In versions of VPOP3 earlier than 1.4.1, you <B>MUST</B> enable the
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<B>Leave messages on server</B> option to enable download rules

When you save the DLRULES.DAT file make sure that it is really called <B>DLRULES.DAT</B>.
Notepad will often add a <B>.TXT</B> onto the end of the filename, so you may be saving it

as <B>DLRULES.DAT.TXT</B>. The fact that Windows Explorer hides extensions like .TXT by default
makes this hard to see sometimes.

Duplicate Messages

If you get duplicate messages when VPOP3 downloads mail from the ISP there are several common
reasons for this[]

Multiple POP3 mailboxes on the ISP[]

If your ISP gives you one POP3 mailbox for each VPOP3 user, then you have to tell VPOP3 which user
each mailbox is associated with. If you don't do this, then when a message is sent to two VPOP3
users, each user will receive two copies of that message.[]

To link each ISP mailbox with a VPOP3 user, go to the VPOP3 External Mail -> In Mail page. Then, for
each In Mail setting you have, in the 'Extended Email Routing Options' section, choose Send all
messages to a specified user/list: .... and select the VPOP3 user who this POP3 mailbox is for. []
Download Errors[]

If VPOP3 gets disconnected when downloading mail from the ISP and you do NOT have Leave
Messages on Server for X days enabled on the In Mail tab in VPOP3, thenthe next time VPOP3
connects it will download all the messages again.[]

This is because, although VPOP3 has asked the ISP to delete the message from the ISP POP3 mailbox
the POP3 standard says that if a connection error occurs, the ISP must automatically undelete all
messages which were deleted during that session. []

The solution is to tell VPOP3 to Leave Messages On Server for at least one day. []

Multiple Identical In Mail Settings[]

Check that you do not have multiple identical In Mail settings defined in VPOP3. If you do,then
Remove all but one of them.[]

Other causes][]

If none of these common causes matches your problem, then you need to send a copy of a set of
duplicated messages (eg if you receive two copies of a message, send both copies) to
support@pscs.co.uk with any other information you have (eg which messages are duplicated etc).
We must see the FULL message headers, not just the abbreviated headers which many email clients
show by default.

Dynamic IP Address

VPOP3 needs to run on a computer with a static (fixed) IP address on the local network.
This does <I>not</I> mean that it will not work with ISPs that dynamically assign IP addresses!

A computer which has both a LAN adapter AND a dial-up adapter will have two IP addresses:
one for the LAN adapter, and one for the dial-up adapter.

The dial-up adapter will have a dynamically assigned IP address, and the LAN adapter will
have a static IP address assigned by you.
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See the VPOP3 help section entitled <B>Preparing your TCP/IP LAN</B> for details on how to
assign IP addresses to the computers on your network.

EICAR.COM test virus

When testing virus scanning with VPOP3 or the VPOP3 Plugins Pack, a useful thing to have is the
EICAR.COM test virus.

EICAR.COM is not a real virus , however most virus scanners are programmed to be able to
detect it and act as if it was a real virus. This allows you to test virus checking systems without
needing to use a real (and dangerous) virus.

To make EICAR.COM, make a text file called EICAR.COM and put the following 68 characters at the
start of the file

<B>X50!P%@AP[4\PZX54(P~)7CC)7}$EICAR-STANDARD-ANTIVIRUS-TEST-FILE!$H+H*</B>

Note that the third character is an upper case letter 'Oh' and not a 'zero'.

When you run this program from a DOS prompt,
it should display "EICAR-STANDARD-ANTIVIRUS-TEST-FILE!"

<B>Note that if you are running a virus checking when you make this file, the virus scanner may
prevent you saving the file, or may delete it immediately after saving, so you should turn off the
virus scanner first!</B>

If you want confirmation about the EICAR test virus (in case you think it is a real virus), look
here or check with the web site of your
own virus scanner software.

Email Client Software dials the Internet before collecting mail from VPOP3

This is a limitation of Windows 95/98. These operating systems cannot tell the difference between a
local TCP/IP connection and

an Internet TCP/IP connection, so as soon as any software (eg your email software) tries to make a
TCP/IP connection to a

local server (eg VPOP3) it will cause Windows to try to dial the Internet.

You should disable autodialing, by going to <B>Control Panel</B> -> <B>Internet</B> ->
<B>Connection</B> and
choose <B>Connect to the Internet using a LAN</B>.
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This has a side-effect of stopping Windows dialing the ISP when you start your web browser.
Unfortunately you have to decide

which is more annoying: having the unwanted dialing or having to dial manually before using your
web browser.

(One way of making it less annoying to dial manually is to create a shortcut for the Dial-Up
Networking entry on the Windows
desktop so that you can just click that to dial the Internet).

Error 10038

There are two main situations where we have seen VPOP3 or the VPOP3 Status Monitor report error
10038.0

If the error is coming from the VPOP3 Status Monitor when you try to connect it to the VPOP3 server,
the problem is probably that the VPOP3 IP address configured in the status monitor is incorrect.[]

Right-click the VPOP3 Status Monitor icon in the task tray, and choose 'Configure Status Monitor...".
Then, check the value of the 'VPOP3 Server Address' in the settings to make sure it is correct. The
VPOP3 installer will usually set it correctly, but then if the IP address changes (e.g. because you
change your Internet router) then it will need reconfiguring manually.[]

The other main reason for error 10038 is if you have some Internet security software which is
blocking VPOP3's access to the Internet, or the VPOP3 Status Monitor's access to VPOP3. If you have
any Internet security software, please ensure that it is configured to allow VPOP3 to access the
Internet (on ports 25 and 110) and to allow the VPOP3 Status Monitor to access the VPOP3 computer
(on port 5109).0]

Error 10053 or 10061 with McAfee VirusScan 8

Error 10053 can be caused by McAfee VirusScan Enterprise 8 when sending outgoing email from
VPOP3.[]

By default McAfee VirusScan 8 blocks all outgoing messages sent by any program that it does not
recognise. This is intended to stop email worms from sending out messages, but it also stops VPOP3
from sending messages.[]

To solve this problem you need to tell McAfee that VPOP3 is a \'trusted\' program for sending emails.
To do this:[]

Right-click the McAfee \'shield\' in the task tray []
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Choose VirusScan Console []
Then, double-click on Access Protection

<img alt="" src="http://kbase.pscs.co.uk/admin/images/mcafee8e_1.gif"/> []
Go to the Port Blocking tab

<img alt="" src="http://kbase.pscs.co.uk/admin/images/mcafee8e_2.gif"/> []

In the Ports to Block section, select Prevent mass mailing worms from sending email and press
Edit

In the Excluded Processes box, add VPOP3.EXE
0

a

<img alt="" src="http://kbase.pscs.co.uk/admin/images/mcafee8e_3.gif"/> []

Keywords: 10053 McAfee VirusScan

Error 10503 with BT Internet connections

We have received a lot of reports of VPOP3 reporting error 10503 with users of BT Internet's
POP3 mail servers.

Our tests have confirmed that this <B>is</B> a problem with BT Internet's mail servers, which
appears to be related to server load (it generally happens more during the day than during the
night).

We have run tests against about 15 different ISPs using software written specifically for this
purpose and have found that 10503 errors only happen on BT Internet out of the tested ISPs

(most of the other ISPs get occasional timeout errors etc as would be expected). We have also seen
the problem occur with other commercially available email software trying to collect mail

from BT Internet.

We have tried to contact BT Internet to alert them to this problem but unfortunately they have
not responded to us.

The problem does seem to be intermittent, so mail will be collected eventually, but you may
need to retry once or twice before a successful mail collection can be achieved.

Error message - "Failure opening message file POPIN.TMP"

The POPIN.TMP file is where VPOP3 stores a message as it is downloading it from a remote POP3
mail server before it puts the message into a local user's mailbox.

We know of two reasons why you would get the above error message:

If the VPOP3 hard disk is full, VPOP3 will not be able to write the file to the disk. This is usually
prevented by the disk space checking in VPOP3 but it is possible to disable that checking, so this
problem may occur in that situation.
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If you have an on-access virus scanner on the VPOP3 computer, the scanner may detect a virus in
the POPIN.TMP file if a virus is included in a downloaded mail message (this <B>usually</B> only
happens with VBScript viruses/worms included in messages themselves, not with viruses in
attachments). The virus scanner may then either prevent VPOP3 from opening the file, or
rename/move/delete the file according to its configuration. VPOP3 will then (understandably) report
that it had a problem opening the file. The way around this is, if possible, exclude the POPIN.TMP file
from the on-access virus scanner so that the scanner will leave the message file as it is.

Error printing downloadable Manual

When you try to print the VPOP3 manual you get lots of errors about fonts etc.[]
This usually happens if you try to print the manual using Adobe Acrobat Reader V3.0 [

You should download Acrobat Reader V4 or later to solve the problem. You can download this from
www.adobe.com

ERROR: Failed to Initialise SAVI [0xa004020d]

In the October 2002 release of Sophos Antivirus (3.62) there is a bug which affects some people
using the VPOP3/Sophos integration.

When VPOP3 tries to load SAVI, it will get an error back ('0xa004020d') which is recorded in
the VPOP3 'ERRORS.LOG! file.

This appears to be a known problem in SAVI (and should be fixed in subsequent releases). The
intermediate solution is to use the <B>XRS</B> release of Sophos, included on the CD in the
<B>\XRS</B> folder.

This problem is actually mentioned on a note that comes with the Sophos 3.62 CD update, but it
may not be realised that it applies to VPOP3 users using Sophos.

ERROR: Failed to load SAVI [0x80040154]

If you get a message in the VPOP3.LOG or ERRORS.LOG file saying:

ERROR: Failed to load SAVI [0x80040154]

this simply means that you do not have SAVI (Sophos Antivirus Interface) installed. In

most cases this is not a problem, as you will not have that software, but if you think that SAVI

should be installed, then this indicates a problem with the SAVI installation. (We recommend that you
uninstall Sophos Antivirus and re-install it)
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Example spam filter script to redirect messages

The VPOP3 spam filter scripting language (in VPOP3 2.2.0 or later) can be used for many tasks as
well as spam filtering. [

As an example, you may want all incoming messages to be redirected to a user 'sales' if they
contain your product name 'widget'. To do this, you could add the following lines to the
spamfilter_userchecks.txt file in the VPOP3 directory.[]

IfMatch AnyText "/widget/i"[]

Redirect "sales"[]

EndIff]

The '/widget/i' is a "regular expression" to match the text ‘widget' using a case-insensitive test. More
complex regular expressions can be used if desired.[]

If you want to redirect to a specific user's specific IMAP4/Webmail folder, use something like

g

Redirect "sales myfolder"

g

with a space between the username and the folder name[]

If you want to redirect to a specific IMAP4/Webmail folder in the original recipients' mailbox, use
something like

0
Redirect " myfolder"

g

with a space before the folder name[]

External Users

If you are wanting to know how to allow external users access to VPOP3, or how to handle email for
external users on your domain, try searching for Remote Users instead.

Failure To Route Messages

This article presents a potential solution if you are using mailscan and receive the following
error and have experienced a problem (such as a crash).

<B>VPOP3 encountered a critical error trying to run the external router.

The message has NOT been routed, but the control file/message has been renamed to
AQ21a0a6.DAT in the HOUSEKEEPER directory.

This usually only happens if the disk is full or the ROUTING.DAT file cannot be created.
Contact your dealer if you need more help</B>
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An alternative solution may be to remove the entries for mailinit.exe from your

External Router and Outmail Processor under the Define VPOP3 Extensions button on the Misc tab in
VPOP. Then rename all AQ files in the Housekeeper directory to RQ files and connect to your ISP.
This should solve the problem and you should see the mails being processed correctly but you may
need to re-start VPOP3 or re-boot the machine it is running on.

Note that while the External Router and Outmail Processor are disabled you will not have e-mail
virus protection. Do not forget to replace the commands in the External Router and Outmail
Processor boxes when the problem is resolved.

File permission problems with VPOP3 FaxServer

If you are running the VPOP3 Fax Printer driver on a PC with tightened permissions, there are some
changes you may need to make.

a

The VPOP3 Fax Printer writes temporary files to the C:\Documents And Settings\All Users\Application
Data\PSCS\FaxPrintDriver folder and subfolders.

0
The VPOP3 Fax Printer "port" is set to C:\Program Files\VPOP3FaxPrinter\output

g
a

So, all users need permission read/write/delete/modify the above files/folders. (If you have moved
the file locations from their defaults, then the above locations will have moved as well)

a

0
To do this, in Windows Explorer, find the C:\Documents And Settings\All Users\Application Data\PSCS

folder. Right-click on the FaxPrintDriver folder and choose Properties. Go to the Security tab, press
Advanced and check the 'Replace permission entries on all child objects with entries shown here
that apply to child objects' box. Then add the relevant people with 'Full Control' to this folder.

0

0
Then, find the C:\Program Files\VPOP3FaxPrinter\output file, right-click it and choose Properties. On
the Security tab, give 'Full Control' permission for the relevant people.

a
a

Forwarding messages to an external email address

There are two possible methods to forward messages to an external address:
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(Use this method if it is for a person who might want to receive their email whilst in the office
Oand/or get the mail sent to an external address.

g

O0Create a VPOP3 mailbox for the user as normal
O0In 'Add/Edit User' type the external email address into the 'Assistant' box or the 'Forward To' box.

a

OUse this method if it is for a person who will never want to receive their email whilst in the office.

O(for this example, we'll assume you want mail sent to <I>fred@yourcompany.com</I> sent to
O<I>fred@aol.com</I>)

0

O0Create a 'Distribution List' called <B>fred</B>

0J0Add a 'Remote Member' to this list called <B>fred@aol.com</B>

OOEnsure that 'Allow Remote Access to List' is enabled in the list definition

0

0

Goldmine locks up during download from VPOP3

A user has reported that when downloading messages from VPOP3 into Goldmine V4, it sometimes
locks up.

This apparently has been fixed in the latest version of Goldmine (build 9922 or later)

Having different VPOP3 sighatures depending on the email address of the
sender

In VPOP3 2.4 and later, you can use a piece of simple scripting to have VPOP3 generate different
signatures based on the sender's email address. [

Whenever a local user sends a message, VPOP3 tries to load a file 'signature.lua' in the VPOP3
directory. This file should contain a short program in the Lua programming language.[]

VPOP3 calls a function in the signature.lua file called '‘GetSignature' which should have the following

prototype:[]

0

GetSignature(, , )O

0

(where " is either "HTML" or "PLAIN") []

This function should return a string which tells VPOP3 which signature to use (if there isn't a return
value, VPOP3 will use the signature configured in VPOP3).[J

A simple example would be:[]

0

function GetSignature(Type, AuthSender, Sender)

a
a
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if string.find(Sender, "@domainl%.com$") then

0
0
if Type == "PLAIN" then
0
return "This is the signature for domainl"”
0
else
0
return "

This is the HTML signature for domainl"

0
end
0
0
elseif string.find(Sender, "@domain2%.com$") then
0
0
if Type == "PLAIN" then
0
return "This is the signature for domain2"
0
else
0
return "

This is the HTML signature for domain2"
0

end
0

end
0
end[]
0
If you need, we can produce a script for you, but there would be a cost for this - contact
support@pscs.co.uk with a specification for a quote. (The price is usually £50 + VAT for a simple
case with 2 or 3 signatures which are fixed depending on the sender. If you want signatures which
vary (eg contain the date/time) or more different signatures, or reading signatures from a file, then
we would need to know the exact specification to be able to give you a quote.

Hints for using VPOP3\'s antivirus update with the WinRoute firewall/proxy

(These notes are from information received from A. Burtenshaw of National Windscreens - we don\'t
have direct experience of WinRoute ourselves)[]

There are two main issues of using the WinRoute proxy server with the avast! or Sophos antivirus
updating facility in VPOP3.[]

1) Login page[]
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VPOP3 needs to be able to connect to an external web server through the WinRoute firewall without
having to log on to WinRoute. This means that a firewall rule needs to be in place to allow the VPOP3
computer to bypass the login page for accessing remote web servers.[]

2) HTTP Errors[]

By default if WinRoute can\'t connect to the remote web server and times out, it will return a page
telling the user about the error. It returns this page with a status code \"200\", which means
\"success\". VPOP3 then tries to read this page as if it was the requested page, which it isn\'t.[]

In the WinRoute configuration there is a setting to make WinRoute correctly return an HTTP error
code to VPOP3[]

Edit the WinRoute.CFG file using notepad, and find the section called ProxyHTTP. In that section is a
value called ErrorCodesEnabled. The default value for this setting is 0 which means that error pages
will have the code 200 (success). If you change this setting to have the value 1, then it will return
the code 504 (Gateway Timeout) instead. This will make VPOP3 ignore the contents of the returned
page and report an error instead.[]

How can | delete all messages from a user's mailbox

In VPOP3 2.1.0 and later there's a 'Purge Mailbox' icon <img height="16" alt=""
src="/Image/purgeie.png" width="16"/> next to the message count for each user on the Users ->
Accounts page in the VPOP3 settings. Clicking on this icon will make VPOP3 delete all the messages
in that mailbox's inbox. (Note this may take a while if there are lots of messages there)[]

In earlier versions, you need to find the user's mailbox directory on the hard disk. This is a
subdirectory of the VPOP3 installation directory with the same name as the appropriate user. If you
look in that directory, there will be lots of I*.DAT files. Each of these files is a message, so if you
delete all these files, you will delete all the messages from the mailbox. (Note that this may take a
while if there are lots of messages there - if you know how to delete files from a command prompt
(eg CMD.EXE) that may be quicker). After doing this, the message counts in VPOP3 will be incorrect
until you restart VPOP3 - it won't cause any functionality problems, but the administration pages will
display the wrong data until it is restarted.[]

Keywords: empty mailbox inbox purge

How do | install the VPOP3 Status Monitor on other computers
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The VPOP3 Status Monitor program can be installed on other computers on your network to allow
other network users access to it. To do this copy the VPOP3STATUS SETUP.EXE program from the
VPOP3 installation folder to the other computers, and run it (or run it across the network).This simply
installs the VPOP3 Status Monitor program which should then be configured with the IP address of
the VPOP3 computer, and the login details for the VPOP3 user who will be using the status monitor.[]

You can also access the VPOP3 Status Monitor installation program from the WebMail Settings page
of the VPOP3 WebMail service.[]

Note that different users can be given different permissions for the VPOP3 Status Monitor, so you
could let some users use it to trigger connections, other users might just be able to use it for seeing
when the last connection and next connection times are, or other users might be able to use it for
the VPOP3 Instant Messaging facility.

How to 'share' domains between Exchange and VPOP3

If you want to have a VPOP3 server and Exchange Server using the same email domain, then you
need to ensure that Exchange does not think it is 'authoritative' for the domain in question.[]

See http://support.microsoft.com/Default.aspx?kbid=321721 for details of how to do this in
Exchange.[]

In VPOP3 you would usually use LAN Forwarding to forward the messages for the relevant users to
Exchange. See this article for more details.

How to block someone sending email to you

You can use VPOP3's 'Download Rules' or 'SMTP Rules' to prevent specific people from sending
messages to you.[]

The examples below block messages based on the sender's email address. You can also use
Download Rules or SMTP Rules to do other actions (eg redirect) messages based on other header
field contents (but not the message text or attachments as these rules can only see the message
header which does not contain those details). See the VPOP3 help file for more details.[]

If you receive your incoming mail from an ISP's POP3 mailbox[]

If you receive incoming mail using POP3, then you can use Download Rules to filter them. (See the
VPOP3 help for more details)[]

Go to the External Mail -> In Mail page, and press Edit Download Rules (you may need to go into one
of the In Mail settings to see this button if you are using an older version of VPOP3).[]
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Add some lines like the following to the download rules:[]

a

~ignore messages from xx@yy.com
0

From: xx@yy.com[]

0

0

The ~ tells VPOP3 to ignore these messages and not download them. There are several other
actions you could use instead - see the VPOP3 help file for more details. [

The ignore messages from xx@yy.com text is purely for your reference []

The From: xx@yy.com is the condition which will cause this rule to be actioned - in this case if the
From: header field contains xx@yy.com. Note that this is a substring match, so if someone sends a
message to you with an address aaxx@yy.com, it will also be blocked. []

a

In the relevant In Mail settings, make sure that the Use Download Rules option is ticked.[]
If you receive your incoming mail from an incoming SMTP mail feed[]

If you receive incoming mail using SMTP, then you use SMTP Rules to filter them. (See the VPOP3
help for more details). Note that SMTP rules also apply to locally sent outgoing mail.[

Go to the Services -> SMTP page in the VPOP3 settings. Press the Edit SMTP Rules button and add
some lines like the following:[]

g

1*Reject messages from xx@yy.com
0

MailFrom: xx@yy.com[]

0

The 1 tells VPOP3 to process this rule at the very first stage of the SMTP transaction, when the
sender's address is specified []

The * tells VPOP3 to reject the message at the SMTP level. The sending mail server will generate
a bounce message back to the sender. There are several other actions you could use instead - see
the VPOP3 help file for more details. [J

The Reject messages from xx@yy.com text is purely for your reference []

The MailFrom: xx@yy.com is the condition which will cause this rule to be actioned - in this case if
the MailFrom: part of the SMTP Envelope matches xx@yy.com. Note that this is an exact match. You
can use wildcards if you want, eg MailFrom: *@yy.com to match any yy.com email addresses. []

a

How to configure VPOP3 when some people on your domain are not
handled by VPOP3

In some situations you will have a situation where most of your users are handled by VPOP3, but
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several users will collect their mail directly from a separate POP3 account on your ISP, even though
they may have an email address on the same domain as other users.[]

For instance, if your domain is domain.com, you may have VPOP3 users fred, kate and jim who are
all defined as users in VPOP3, but you may also have another user sarah who gets her mail directly
from a separate POP3 account on the ISP.[]

If you don't tell VPOP3 about the sarah user, then, if a local user tries to send mail to
sarah@domain.com, VPOP3 will immediately bounce back the message saying that sarah is an
unrecognised user name. Also, if an external user sends a message to fred@domain.com and CC's it
to sarah@domain.com, then the VPOP3 administrator will get an error message about an incoming
message for sarah@domain.com since that address is not recognised.[]

To get around this problem, VPOP3 has the concept of Remote Users. If you create a Mapping in
VPOP3 of sarah -> *REMOTE, then VPOP3 knows that sarah@domain.com exists, but is managed
somewhere else. This solves both problems mentioned above. VPOP3 sends locally sent messages to
*REMOTE mappings out to the ISP, and ignores incoming messages to *REMOTE mappings.[

This is described in more detail in the VPOP3 help file here.[]

Keywords: user does not exist locally

How to copy sent messages to IMAP4 'Sent Items' folder in Outlook

It is possible to set up Outlook 2000/2002 to put copies of sent messages into the IMAP4
'Sent Items' folder, but, unfortunately, it is not obvious.

Tools -> Rules Wizard
Click on New
Select the Move Messages | send to someone template

Press Next

Uncheck Sent to people or distribution list

Press Next

If Outlook asks you to confirm that this will happen to all sent messages,
press Yes

Check Move a copy to the specified folder

Click on the Specified link in the bottom half of the window
Select the IMAP4 Sent Items folder

Press Next

Press Next

Press Finish

How to delete messages from the VPOP3 OutQueue
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To delete messages from the VPOP3 'OutQueue':[]
0

log into the VPOP3 settings[]

go to Users -> Accounts[]

click on the OutQueue entry in the accounts list. This will show you a list of all the messages
waiting to be sent by VPOP3[]

Select the messages you want to delete, and either Hold or Delete them. Holding a message will
leave it in the OutQueue, but VPOP3 will not try to send it. Deleting a message will remove it from
the OutQueue permanently.[

a

Note that you cannot delete items from the VPOP3 OutQueue whilst VPOP3 is in the process of
sending them, so you should stop VPOP3 from sending first.[]

Keywords: Outque Outqueue Outgoing Messages Outbox

How to import/export a Windows Registry Branch

Exporting[]
To Export a registry branch:[]
0

Go to the Start menu, choose Run []

Type in \"REGEDIT\", and press OK []

In the left hand side of the RegEdit window, find the branch you want to export (eg
HKEY_LOCAL_MACHINEWSOFTWARE\\PaulSmith\\WVPOP3) and select this []

In the RegEdit menu, choose Registry then Export Registry File [

Check that the Export Range is set to Selected Branch and enter the filename that you want
the registry branch exported to [J
0

This will create a .REG file. You can then copy this file to a new computer, or back it up or whatever.[]

You can also export the registry from a batch file or command prompt, using a command such as:
0
regedit /e vpop3.reg "HKEY_LOCAL_MACHINE\\Software\\PaulSmith\\VPOP3"

Il
to save the registry branch to a file called VPOP3.REG[]

NB - on 64 bit Windows, the VPOP3 settings are stored at
HKEY_LOCAL_MACHINE\Software\WOW6432Node\PaulSmith\VPOP3 instead of the location specified
above.[]

Importing[]

To Import a registry branch:[]

There are two ways to do this: [J

g

If you double-click the .REG file from Windows Explorer it will often automatically import the file.
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However this is often seen as dangerous behaviour as you can inadvertently import registry settings,
so some utility programs will disable this facility. [
Use Regedit again:[]

Go to the Start menu, choose Run []
Type in \"REGEDIT\", and press OK []
In the RegEdit menu, choose Registry then Import Registry File []
Choose the correct .REG file and press Open []
0
0
U

NOTE: Editing the registry can lead to problems with your computer, so make sure you
know what you are doing first, and backup the registry before making any changes.

How to install the VPOP3 FaxServer

To install the VPOP3 FaxServer:[]
0
Download the VPOP3 FaxServer from http://www.pscs.co.uk/downloads/vpop3fax.php [
Install it onto the same computer as VPOP3 is installed. []
Go to the Utilities -> FaxServer page in the VPOP3 settings, and enter your VPOP3 FaxServer
licence key. [J
Restart VPOP3 to allow it to detect and load the FaxServer components []
Go back to the Utilities -> FaxServer page in the VPOP3 settings to configure the FaxServer
according to the instructions in the VPOP3 help file [
0

Go through the FaxServer General, Incoming Fax Routing, Banner & Cover Page, Sender
Information, and Devices pages setting the necessary options in there.[]

You will also need to install the VPOP3 Fax Printer Driver onto the computers from which you will
wish to send faxes. In the VPOP3 FaxServer installation directory will be a file called
VPOP3FAXPRINTER.EXE this is the fax printer installation program. Run that program on all your
users' PCs.[]

Once the printer driver has been installed on the PCs, you will see a new printer on those PCs called
VPOP3 Fax Printer 2. If you print to that printer, a popup window will appear asking where you want
to send the fax. The first time you print a document to the VPOP3 fax printer, you will be asked to
configure the driver with the following information:[]

0
0
0
0
VPOP3 Server Address []
the IP address or DNS name of the VPOP3 server []
0
0
VPOP3 User Name 0
the user's username in VPOP3 [J
0

Generated by KnowledgeBuilder - http://www.activecampaign.com/kb 55 Of 22 3



VPOP3 Password[]
the user's password in VPOP3 []

0
0
Your Email Address[]
the user's email address (for delivery acknowledgements or failure reports) [J
0
0
Fax Email Address[]
the email address of the VPOP3 fax server (this is usually FAX@domain) []
0
0
Real Name[]
the user's real name. []
0
0
Company Name[]
the user's company name (optional) [
0
0
Your Phone Number[]
the user's phone number (optional) [
0
0
Your Fax Number(]
the user's fax number (optional)]
0
0
0
0

This information is also in the FAXREADME.TXT file in the VPOP3 FaxServer installation directory.

How to make the VPOP3 Status Monitor icon show the 'In Queues' status
of the whole server

Starting from VPOP3 2.1, the VPOP3 Status Monitor icon will, by default, 'bulge' only if there is mail
waiting for the user who is logged into the status monitor. In previous versions of VPOP3 it would
'bulge’ if there was mail waiting for ANY user.[]

This facility was added so that people could use the status monitor to show if they have got new
mail[]

To change it back to the old method:[J

a
g

Right-click on the status monitor and choose 'Disconnect from VPOP3 Server' [
Right-click on the status monitor and choose 'Configure Status Monitor' [
Check the checkbox called 'Use Global Message Count instead of personal' []
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Press 'OK'[]
0
0

How to obtain 'full headers' for a message

When obtaining technical support for VPOP3, you will often be asked for the 'full headers' of a
message which is causing a problem. ]

The full headers of an email message are usually quite long. They are usually at least 10 lines long,
but can often be 20 or 30 lines long, and they include some useful diagnostic information for helping
to find the cause of many email problems. Unfortunately, some email clients make it quite hard to
obtain the full header information, so the instructions for some common email clients are given
below.[]

Outlook Express 6[]

In Outlook Express 6, right-click the message in question, choose Properties, click on the Details tab.
The Internet Headers for this message box contains the full message headers. Copy and paste the
details from there into the email you are sending to us.[]

Outlook 2003[]

In Outlook 2003, right-click the message in question, choose Options. At the bottom of the Options
window is a section called Internet Headers. Copy and paste the details from there into the email
you are sending to us.[]

Some earlier versions of Outlook (eg Outlook 2002/XP) use the same method. Very early versions of
Outlook (eg 97/98) may not let the headers be viewed at all.[]
Eudoral]

In Eudora, view the message outside the preview pane (If you are using the preview pane, double-
click on the message to view it in a window of its own). Then click on the message toolbar button
with the text \'Blah Blah Blah\' in it. This will show the full message headers which you can copy and
paste into the email you are sending to us[]

Opera[]

In Opera, view the message. At the right-hand side of the message viewer there is a link Display all
headers, pressing this will make Opera show the message in a window of its own, with the full
header information. Copy and paste the header information into the email you are sending to us.[]
Mozilla Thunderbird[]

In Mozilla Thunderbird, select the message, then, in the Thunderbird menu go to View -> Message
Source. This will show the entire message source. The start of this (up to the first blank line) is the
full message header. Copy and paste the header information into the email you are sending to us.[]

Note do not use the View -> Headers -> All menu item. This does show the full header information,
but the order is not the same as the original header information, so it is not as useful.
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How to redirect messages with a certain subject to a different user

If you download messages from an ISP POP3 mailbox, and you want VPOP3 to redirect messages
containing a certain subject to a different user's mailbox, you can use VPOP3's Download Rules
feature.[]

For instance, you want any messages where your ISP has added [SPAM] to the subject to be routed
to a mailbox called 'spambox' instead of the original user[]

Go to External Mail -> In Mail in the VPOP3 settings, and press Edit Download Rules.[]

Add the following two lines:[]
0

>spamboxspambox

How to reinstall VPOP3

To reinstall VPOP3 simply:[]

Stop VPOP3 running, and close the VPOP3 status monitor(]
Re-install VPOP3 into the same location where it was previously installed[]
Restart VPOP3[]

0

How to send a fax by email using the VPOP3 FaxServer

VPOP3 2.1.0 and later together with the VPOP3 FaxServer software allows you to send specially
crafted emails to VPOP3 to have them sent as faxes.[]

To do this, send an email to fax@ . The email subject will be the subject of the fax used on the fax
cover page. The email should be in plain text (not HTML). It can also include .TIF, .BMP or .TXT
attachments. The plain text content of the email gets put into the 'comments' section of the cover
page, or onto overflow pages. Then, any TIF, BMP or TXT attachments are added at the end of the
fax.[]

You specify who the fax is to by using special sequences in the text of the email (these get stripped
out before the fax is sent). These special sequences need to be on lines of their own.[]

Use:

g
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g

to specify recipients (you can use as many of these lines as you wish. The 'real name’', and
‘company' parts are optional.[]

You can optionally add lines to specify more details about the fax sender:

~~RealName~

O

~~FaxNumber~

O
~~PhoneNumber~
O

~~Company~[]

In VPOP3 2.2.0 and later you can also use

a

~~cover~[]

Keywords: fax by email fax to email gateway

How to upgrade the VPOP3 Licence size

To increase the number of users that your VPOP3 licence allows you need to buy an upgrade
licence to the next higher licence size. You will receive a new licence code which you should enter
into the software to

activate the upgrade.

You can <B>NOT</B> add two licences together. For instance if you have a 10 user licence, you
cannot buy a 5 user licence and add the two licences to make a 15 user licence. You must buy a
10 to 25 user licence upgrade to give you 25 users.

You can buy the common upgrades (10 to 25, 25 to 50 etc) from our website online

order system. If you do this you will be issued with a temporary 5 day licence for the new size
whilst we validate that you are eligible for the upgrade, you will then be sent a permanent licence
code for the new size.

If you want to buy a non-standard upgrade (eg 10 to 50 users) then you can do so by contacting
our sales department directly (telephone +44 1484 855801, look

here or email

sales@pscs.co.uk for details on other ways to pay). The upgrade

price is the difference in price between the two licence sizes, plus a 10 UK pounds administration
charge (plus VAT at 17.5% if applicable).

You will not need to reinstall the VPOP3 software or make any configuration changes other
than to enter a new licence code and add any new users you want to add (and any settings
associated with these new users).
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How to upgrade the VPOP3 Version

All registered VPOP3 owners are eligible to upgrade their copy of VPOP3 to a later minor release
version free of charge. Major release versions are chargeable. So, for instance, users of VPOP3 1.4
can upgrade to 1.5 free of charge, but there may be a cost to upgrade to 2.0. Users of 2.0 will be
able to upgrade to 2.1 free of charge. (Note that major version upgrades are free for people who've
recently purchased the previous version - the Upgrade VPOP3 page on our main website will give
you details of the upgrade prices for your particular licence).[]

To upgrade the software version simply download the latest version from our website at
http://www.pscs.co.uk/downloads/vpop3.php and install the new version into the same location as
your existing installation. []

If you want us to do the upgrade for you we can do this for a small fee (as long as we can get remote
access to your server, which usually just requires an internet connection from the server). To order
this go to http://www.pscs.co.uk/buynow/buy.php?item=REMUPG[]

Do NOT uninstall your existing installation first or you will lose all your settings, users and
messages! [J

You should make sure that VPOP3 is not running at the time when you run the installation for the
upgrade or the VPOP3.EXE file will not be upgraded properly. []

Note - the free upgrade does NOT cover upgrades from Standard VPOP3 to VPOP3
Enterprise, or an increase in the number of users that your licence covers. These
upgrades are chargeable.

How to use ETRN to retrieve messages from your ISP using SMTP

ETRN is a command which is sent to your ISP's SMTP mail server to tell it to start sending your mail
to you.

To use this option, on the <B>In Mail</B> tab in VPOP3 select <I>SMTP Incoming</I>. Then turn
on the <I>Use ETRN</I> option and in the box where it says <I>for domain:</I> put the data that
your

ISP have told you to send with the ETRN command. Often this is your ISP username or your email
domain,

but it could be either of those or something else. If you enter the wrong data your ISP won't send
you your mail!

Most ISPs want you to send the ETRN command to their main SMTP mail servers as, in which case
you can leave

the <I>Send ETRN to host</I> box empty and VPOP3 will use the server specified on the <B>Out
Mail</B>

tab, but if you need to you can specify a different SMTP server to send the ETRN command to in this
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box.

You should then also put a value in the <I>Wait for up to X seconds</I> box. For dial-up
connections

this may need to be up to a few minutes in length - your ISP should be able to tell you how quickly
they

will start sending the mail to you. For permanent connections or ISDN routed connections it
usually just needs to be a few seconds.

Common Problems

The ETRN command sends data to the ISP. This can be in various forms, such as your username,
your email domain

or even a special code assighed by your ISP. You should check with your ISP what data you have to
send

with the ETRN command. If you don't send any data the chances are it won't work!

Most ISPs will only allow you to send ETRN to them if you are dialed into their dial-in servers or
use oe of their leased-line, cable or ADSL connections

If you have a router between your ISP and VPOP3 (eg because you use a dial-up router, or a
leased line or ADSL connection), then you MUST ensure that the router allows incoming SMTP
connections

to the VPOP3 computer on port 25. See also here

How to use VPOP3's Bandwidth Limiting Feature

VPOP3 2.x versions have an undocumented facility for limiting the bandwidth used for various types
of connections.[]

These are currently only accessible by manually editing the Windows Registry. To change the
settings:[]
0

Stop VPOP3 Running []

Go to Start -> Run in Windows and type Regedit and press OK [J

In the left hand pane, find HKEY_LOCAL_MACHINE\Software\PaulSmith\VPOP3 []

In the right hand pane, find the appropriate bandwidth limiting entry (see below), and change it as
required []

Restart VPOP3 []
0

There are four bandwidth limiting entries:[]

POP3ClientBandwidth - this sets the bandwidth limit when VPOP3 downloads messages from your
ISP

POP3ServerBandwidth - this sets the bandwidth limit when your email client downloads messages
from VPOP3 []

SMTPClientBandwidth - this sets the bandwidth limit when VPOP3 sends messages to your ISP []

SMTPServerBandwidth - this sets the bandwidth limit when your email client sends messages to
VPOP3 ]

a
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If these settings are set to '0' (zero) then there is no limit, and VPOP3 will send/receive data as fast
as possible[]

If you change these settings to a different value, then that sets the bandwidth limit to the specified
number of bytes per second. (Note that this is an average, so if you set it to 1000, VPOP3 will send,
on average, no more than 1000 bytes per second. It might send 1000 bytes in one big chunk, then
nothing else for the rest of the second, rather than sending 1 byte every millisecond)[]

The bandwidth limit sets the limit per connection, not the total limit. So, if you limit the 'POP3 Server'
bandwidth to 1000 bytes per second, but have 50 POP3 clients connecting to VPOP3, the total limit
will be 50,000 bytes per second, not 1000 bytes per second (with a limit per client of 20 bytes per
second)[]

See Also: Using VPOP3 on 64 bit Windows[]

| can send faxes from my LAN, but if | send messages to FAXmaker across
the Internet, they fail

VPOP3 has built in protection to prevent Internet users from sending faxes by sending a message to
<I>faxnumber@your.domain.com</I>.

By default, it will only allow these messages to be routed to the FAX mailbox if they are sent
internally.

To allow external access to this facility, you need to change a VPOP3 setting:

0in VPOP3 1.3.0c and earlier you need to edit the registry slightly:

O

0OStop VPOP3

O0Open the registry editor 'regedit.exe’

(0Select the key <B>HKEY_LOCAL_MACHINE\SOFTWARE\PaulSmith\VPOP3\Secret\</B>
J0Change the DWORD entry <B>AllowRemoteFaxAccess</B> from <B>0</B>(zero) to
<B>1</B>(one)

O0OClose the registry editor

[ORestart VPOP3

O

Oin VPOP3 1.3.3 beta and later, go to the <B>Diagnostics</B> -> <B>Tuning</B> window
Oand turn on the <B>Allow External Access To Fax Mailbox</B> option

I'm getting lots of bounce messages from messages | didn't send.

If you are receiving lots of bounce messages from other mail servers, which seem to be in response
to messages which you didn't send, the chances are that a spammer or virus somewhere is sending
out messages using your email domain and/or email address as a fake sender's email address.[]
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This phenomenon is known as 'Backscatter' - see the Wikipedia article on Backscatter for some more
detail on this and happens when another mail server accepts the message, and then, later, decides
it should have rejected it as it came in, and therefore sends out a delivery failure report message.[]

Unfortunately, it is very hard to stop the bounce messages coming back to you. The VPOP3 spam
filter will not be very effective at stopping them, because the message may either have no spam
characteristics at all, or may contain a copy of the original spam message, but 'mangled' by having
the delivery failure report message added to it. If it was configured to stop bounce messages, then it
would almost certainly stop legitimate bounce messages as well.[

Two things you can do to reduce the effect of spam backscatter are:[]
0

Do not use catch-all accounts in VPOP3. Have VPOP3 reject any mail addressed to addresses it
doesn't recognise. Usually spammers will just pick random addresses at your domain, so most of the
backscatter will be addressed to unrecognised addresses. See this knowledgebase article for details
on having VPOP3 delete incoming POP3 mail to unrecognised users.[]

Set up an SPF record for your domain. This requires contacting the DNS hosting company for your
domain (or using their online control panel if they have one) to add data to your domain's DNS
configuration. SPF tells mail servers whether mail is coming from an authorised mail server for that
domain. If the receiving mail server checks the SPF data, it will know that it is a forged email
address, so it won't send a bounce message back. See www.openspf.org for details on SPF,
including a 'wizard' to create the SPF configuration string for your domain.[]

a

I've changed the IP address of my server, and now it doesn't work

The first thing is that, unless you have a very good reason to do so, it's best not to change the IP
address of any server which is referred to by IP address on your network. A common reason for
people changing the IP address is that their ISP has sent them a new router which has a default
configuration in a different network range from the one they previously used. It will typically take 10-
20 seconds to change the configuration in the router to use the old network range, or an hour or two
to change the server's configuration and configuration of all the clients to use the new IP address.[]

If you really must change the IP address of the VPOP3 server (eg because you are joining two
networks via a router, and they previously used the same network range) then the things you need
to do are:[]

Change the server's IP address in the Windows settings if it has a static IP address[]

In the VPOP3 settings, on Services -> General, make sure that the 'IP Address to bind to' is either
set to " or the new IP address[]

In the VPOP3 settings, on Services -> (each service), check the 'Access Restrictions' apply to the
new network. On a simple network, pressing 'Default for your LAN' will work, otherwise you need to
specify which IP addresses can and can't access it. Don't be tempted to allow anywhere to access
the server, unless you are protecting it from abuse some other way (e.g. by a firewall). Remember to
press 'Submit' on each page after making changes.[]

In any client software (email clients, web browsers, VPOP3 status monitors etc) change the
configuration to point to the new IP address of the server.[]
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I've lost the administrator password for the VPOP3 settings

The administrator password is the same password as used for collecting email by a user who is set
up as an administrator in VPOP3. It is not a separate password, so if the administrator can remember
his or her email password that is the same as the administrator password. []

The details are case sensitive, so ensure that you are entering capital and lower case letters as
appropriate. [

Also, please note that the default username and password are "postmaster" and "admin"
respectively. Many of the files we are asked to decrypt still have these settings which ARE described
in the context help for the login window. This is one of the reasons why we are considering charging
for decrypting this file. [

VPOP3 2.1.0 and later[]

In VPOP3 2.1.0, VPOP3 creates a file called VPOP3PASS.AUTH in the VPOP3 folder when licence
details are entered. This file is linked to your particular VPOP3 installation.[]

This file lets you change the administrator password by going to Start -> Programs -> VPOP3 ->
VPOP3 Service Settings. If you go there, at the login window, there is a button Forgotten Login
Details. If you press this, VPOP3 will search for the VPOP3PASS.AUTH file in the VPOP3 folder. If it
can't find it, it will ask you to insert the floppy disk containing the file into drive A or copy the
VPOP3PASS.AUTH file to the VPOP3 installation directory.[]

Once VPOP3 has validated the VPOP3PASS.AUTH, it will let you reset the administrator password. []

For security reasons we recommend that you move the VPOP3PASS.AUTH file from the VPOP3
installation directory to a floppy drive or similar, and store in a safe & secure place so that the
password can be recovered at a later date if necessary.[]

Note this password reset mechanism requires access to the VPOP3 server itself (or remote desktop
access). It cannot be used over the Web-based administration facility, for security reasons.[]
All versions of VPOP3[]

If you have tried the above two options and are still unable to log on to the VPOP3 settings, then our
technical support department will probably be able to decrypt the user database file for you. [J

Note that this is a (currently) free service offered for our customers. Because of the amazing amount
of people who seem to forget critical passwords with ease there may be delays in processing these
requests - we often get 20 or more 'forgotten' password requests a week, each of which has to be
processed manually and may take up to 30 minutes to handle (this 30 minutes is not the time that
the results will be returned within!). Lots of other systems won't allow passwords to be recovered at
all (eg Windows), requiring a reinstall if passwords are lost. []
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Also, note that in a future version of VPOP3 the passwords may be stored using a one-way
encryption algorithm for increased security - at which point we will not be able to recover passwords,
so you should REMEMBER THE PASSWORD!! If you can't remember it, write it down and lock it
somewhere safe. []

To have our technical support department recover your forgotten details, you need to email the file
USER.LST from the VPOP3 directory to support@pscs.co.uk along with your VPOP3 licence details. [J

Our technical support department will then be able to send the administrator password back by
email to the email address which was used when originally purchasing the VPOP3 software (this is
for security reasons). If you need it emailed to a different address, then we need a signed fax from a
director (or someone of similar status) of your company to say that we can email the details to a
different address. If you need the details faxed to you then there WILL be a charge of £5.00 to do
this. Please contact our sales department on 01484 855801 (within the UK) or +44 1484 855801
(from outside the UK) []

There is NO "back door" into the VPOP3 settings.

In the User Account list in WebAdmin pages, VPOP3 shows a mailbox as
having zero messages, but a non-zero mailbox size

This is probably working as designed.[]

The message count is the number of messages in the 'Inbox' folder of the mailbox. The 'Mailbox
Size' gives the total size of all messages in the mailbox - that is, the size of messages in the 'Inbox’
folder and all other WebMail/IMAP4 mail folders.[]

If you log into the account using WebMail, then you will be able to see the other folders, so you can
check whether there are messages in those folders.

Incorrect \'non-existant user\' for a list

If you get error messages about incoming messages stating that a message arrived for a \'non-
existant user\’, but the email address actually does exist, as a distribution or mailing list in VPOP3,
check that you have the \'Allow Internet Access to List\' option checked for the list.[J

a

If you do not have that option checked, VPOP3 will treat the list as if it does not exist when
processing incoming emails.

ISP adds Delivered-To or X-Envelope-To type headers to incoming
messages

Generated by KnowledgeBuilder - http://www.activecampaign.com/kb 65 Of 223



The POP3 protocol was not originally designed so that a single POP3 mailbox could be shared

by multiple users. This means that when VPOP3 downloads messages which have been BCC'd or
sent to a mailing list, sometimes it cannot work out who the message is for because the
recipient's email address is not in the message header.

Some ISPs work around this by adding a custom line to the message header. This is commonly
something like:

Delivered-To:
X-Envelope-To:
X-SMTP-To:
X-RCPT:
X-RCPT-to:

If your ISP adds a line like this you can tell VPOP3 to look for that line and to use
the recipient information in there if it exists (if the custom line doesn't exist, VPOP3 will
use the standard To: and Cc: lines)

To do this, go to the <B>In Mail</B> tab in VPOP3 and press the <B>Routing</B> button. In

the <B>Special Header Fields</B> box put the custom header line name that you want VPOP3 to
look for (you can list several if you want)

Examples

If your ISP adds a line like: <I>X-Envelope-To: user@domain.com</I> you would just add
<B>X-Envelope-To:</B> to the Special Header Fields box.

If your ISP adds a line like: <I>Delivered-To: account-user@domain.com</I> you would add
<B>Delivered-To: account-*</B> to the Special Header Fields box. (The <B>*</B> goes where
VPOP3 should look for the recipient's email address)

Known bugs in VPOP3 1.4.1 beta

When adding a new user using the Web Admin function, VPOP3 will crash

VPOP3 Installer isn't properly closing down a running copy of VPOP3

Redirect SMTP Rules only work in the <B>DATA</B> phase of processing

'Use Download Rules' option always gets enabled at startup if 'Leave Messages on server' is
enabled

+ signs get stripped out of messages sent using Web Mail

Problem when processing incoming multiline subjects

The 'save attachment in subdirectory by received date' option makes incorrect subdirectory names

Mailing list Digest creation sometimes crashes (if there are lots of blank subjects)

Blank lines in global signhatures get stripped out

'Quick Connect' doesn't always work if there are outgoing mail threshold schedule entries

LDAP authentication doesn't work with Eudora/Netscape (it does with Outlook/Outlook Express)

Outlook 2000 LDAP search using ODBC (VPOP3 Enterprise) doesn't work properly
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LDAP attributes that VPOP3 uses

What LDAP attributes does VPOP3 use for its own addressbook.[]

The attributes below are those that VPOP3 uses itself. As of VPOP3 2.1.1, VPOP3\'s LDAP server will
store other attributes as well, but will not use them itself.[]
0

cn - display name[]

mail - email address[]

givenname - first name[]

initials - middle initials[]

sn - surname/family name[]

homepostaladdress - home postal address[]

homephone - home telephone number]
otherfacsimiletelephonenumber - a fax number (usually home fax)(]
mobile - mobile phone number(]

title - job title[]

department - work department[]
physicaldeliveryofficename - office name[]

CO - company name[]

postaladdress - business address[]

| - business city[]

st - business state/region[]

postalcode - business postcode[]

C - business country[]

telephonenumber - business telephone number(]

officefax - business fax number{]

pager - pager number[]

url - website URL

LDAP Queries crash VPOP3 1.4.4 and 1.4.5 beta

<B=>This only applies to VPOP3 1.4.4 and 1.4.5 beta. Previous versions did not have the problem,
and it will be fixed in 1.4.6 beta</B>

VPOP3 1.4.4/5 beta now supports 'personal address books' using LDAP as well as a global one.
This means that if you actually log in using LDAP (so VPOP3 knows who you are), then VPOP3 will
give you the merged results of your personal address book and the global address book.
Unfortunately, if you DON'T log in, then VPOP3 tries to give you the

personal address book for a non-existant user, and then crashes. It should give you just the
global address book, but it doesn't.

The workarounds are:

Use 1.4.3
Always 'log in' to the LDAP server before using it (most LDAP clients support logging in)
Don't use LDAP until 1.4.6 beta is released (expected in May 2001)
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Limitations of the VPOP3 Home User Licence

The VPOP3 Home User licence allows you to have up to 5 users for a lower price than the
standard 5 user licence, but there are some restrictions in functionality. These are described below:

There is no Mailing List Server (you can still have distribution lists)

There can only be one Connection method (instead of 10)

There can only be 5 In Mail methods for ISP email accounts (instead of unlimited)
There is no LAN forwarding to other mail servers

There are no external/programmed autoresponders

There is no facility for defining VPOP3 Extensions such as 'External Routers' or
'OutMail Processors'

There is no facility to add the VPOP3 FAXServer option (only in 1.4.4 and later)
There is no VPOP3 file transfer server (there is still a VPOP3 file transfer client)

The main limitations which can cause problems for people are the lack of VPOP3 Extensions as
these are often used for tasks like virus scanning by using the VPOP3 Plugin Pack or batch files.

Virus scanning can still be performed with the VPOP3 Home User licence using either
Sophos Antivirus or a virus scanner

with built in POP3 email virus scanning facilities such as

Norton Antivirus 2000 or 2001.

Lost messages when sending mail using Outlook

When you use Outlook to send a message that includes an attachment, the message may
be received without the attached item. If you view the message in the Sent Items folder in Outlook,
the attachment is not visible.

This is a known problem in Outlook - see
Microsoft knowledgebase article Q235870

Lost messages with Mailscan

It appears that if you have <B>Encrypt Local Data Files</B> enabled in the VPOP3 <B>Admin</B>
tab,

and are using Mailscan for VPOP3 to scan for viruses, then there is the possibility that some
messages will be lost.

The workaround for current versions of Mailscan is to ensure that the
<B>Encrypt Local Data Files</B> option in VPOP3 is disabled.

We expect this problem to be fixed in a future version of Mailscan.
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Mailboxes do not show after moving VPOP3

If you have moved a VPOP3 installation to a different computer or location, and the previous
mailboxes do not appear in the new installation, this usually means you have not moved the
installation correctly.[]

The recommended method for moving VPOP3 to a new PC is described here. One of the key steps
which is often left out is that VPOP3 must be reinstalled onto the new PC, in the correct location. []

If you move VPOP3 to the D:\VPOP3 location, when you come to reinstall VPOP3, it will, by default,
try to install to C:\VPOP3, instead of D:\VPOP3. If you let it install to C:\VPOP3, you will then find that
you will run the program on the C: drive instead of the D: drive. If this has happened, simply reinstall
VPOP3 again, but, this time, check the installation directory is correct for the location that you have
moved VPOP3 to.[]

Making VPOP3 make sounds

VPOP3 can make sounds on the server when certain events occur. These are

Administrator Logon

Connection Made

Connection Ended

New Mail Arrived (this indicates that mail has been downloaded from a POP3 account on the Internet
into someone's mailbox)

Program End

Program Startup

To set the sounds, go to the Control Panel in Windows and choose the <B>Sounds</B> or
<B>Sounds and Multimedia</B> icon. In the <B>Sound Events</B> list you should see a list of
applications and associated sounds. Find the VPOP3 application and set the sounds to those you
wish.

NB - In Windows, sounds are set for a particular user, so if you log in as one user and set the
sounds and then log in as a different user to run VPOP3, the sounds will not apply to VPOP3.

If VPOP3 is running as a Windows NT service, then it will actually run in a user account called
<B>LocalSystem</B> which you cannot set the sounds for easily.

This article tells you

how to set sounds which apply to the <B>LocalSystem</B> user account in Windows NT/2000.

Making VPOP3 re-download POP3 messages from the ISP
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If you have the VPOP3 In Mail setting Leave Mail On Server enabled, then VPOP3 will leave your
messages on the ISP POP3 server for the specified number of days after downloading it.[]

If, during this time, you want to make VPOP3 download those messages again, then you can do so
by following the procedure below. []

Note that you cannot selectively download messages again using VPOP3 (there are other utilities
available on the Internet to do this) - you have to re-download all the left messages again. [J
Procedure[]
0

Determine the numeric ID of the In Mail setting you want to re-download the mail for bylooking at
the configuration list on the In Mail tab. [

If the ID is 1 (one), then delete the file SRVRUIDL.DAT in the main VPOP3 directory on the server
hard disk using Windows Explorer. [J

If the ID is greater than 1, then delete the file SRVUIDLx.DAT in the main VPOP3directory on
the server hard disk using Windows Explorer. 'x' is the ID less 1, so if the In Mail ID is '3', you should
delete SRVUIDL2.DAT[]
0
Notes:[]
0

You can do this procedure whilst VPOP3 is running, and you do not need to restart VPOP3, but
youshould NOT do it whilst VPOP3 is connected to the Internet, so if VPOP3 connects very often, it
may be safer to close VPOP3 down whilst you carry out the procedure below. [J

The SRVRUIDL.DAT or SRVUIDLx.DAT file will be automatically created by VPOP3 the next time it
connects to the Internet []

The main VPOP3 directory is usually C:\PROGRAM FILES\VPOP3 or C:\VPOP3, but you mayhave
installed it elsewhere on your hard disk. If you can't find it go to the Misc tab in the VPOP3 settings
and look at the Base Directory setting.[

0
Advanced[]

If you just wish to download a few messages again, you can avoid disruption to most of your users
by using the following technique.[]
0

Make a copy of the current SRVRUIDL.DAT or SRVUIDLXx.DAT file to a safe place [

Modify your 'In Mail' configuration to send all messages to a specific mailbox (either your mailbox,
or a dummy mailbox you set up for this occasion). Make a note of your previous settings! [

Delete your SRVRUIDL.DAT or SRVUIDLX.DAT file as above []

Make VPOP3 connect. All the old mail will be downloaded to the mailbox specified in (2) 0

Restore your 'In Mail' configuration to the previous settings. []

Restore the SRVRUIDL.DAT or SRVUIDLX.DAT file from the location you saved it to in (1) 0

Go through the mailbox specified in (2), forwarding or moving the desired messages to the
desired mailbox(es).[]

a

Keywords: - redownload re-download download again

Making VPOP3 rebuild user database files
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VPOP3 2.1.0 and later store summary information about messages in database files. Occasionally
these can become damaged, and may need rebuilding. [J

To make VPOP3 rebuild the user database files, use the following procedure:[]

Stop the VPOP3 program[]

Find the VPOP3 installation directory on the hard disk (usually C:\VPOP3 or C:\Program
Files\VPOP3)[]

In that directory there will be database files called user_.db. Delete, rename or move the database
for the user(s) who are encountering problems[]

Delete the dbcheck.txt file in the VPOP3 installation directory[]

Restart VPOP3. It might take a long time to restart now as it has to check & rebuild any databases
which it needs[]

g

Note that doing this will not lose or damage any messages, but it will lose any WebMail 'read’ flags
(or read/deleted/replied/etc flags if using IMAP4) for the relevant user(s).

Making VPOP3 reprocess downloaded messages by downloading from
itself

Sometimes you may wish to make VPOP3 reprocess downloaded messages, as if it had just
downloaded them from your ISP. There is a quite easy way to do this, but it isn't always obvious.[]

You need to temporarily create another mailbox in VPOP3, which you then make VPOP3 download
from - so it is downloading mail from itself - this isn't a problem to VPOP3, and it treats the mail that
it downloads as if it was coming from your ISP.[]

So, for instance:[]
0
Go to Users -> Accounts and make a new User in VPOP3 called DummyISP[]
Copy the messages you want to reprocess into that user's mailbox[]
Go to External Mail -> In Mail and create a new POP3 InMail method with the following settings[]
0
POP3 server - IP address of VPOP3 computer(]
POP3 Username - DummyISP (or whatever you called the user you made in step (1) above[]
POP3 Password - the password you set in step (1) above[]
Accepted Domains and routing method - as required - usually the same as your main In Mail
Method[]
0
Now, make VPOP3 connect, and it will download mail from the DummyISP account as well as from
your ISP. The mail downloaded from DummyISP will be processed as if it was coming from your ISP.[]

g

Making VPOP3 run FINGER when connecting to trigger incoming SMTP
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Some ISPs require you to send a <B>Finger</B> command to their server to trigger incoming
SMTP mail to start. This functionality is not built into VPOP3 (as the more common <B>ETRN</B>
command requirement is), but it is not hard to do.

First of all, you need to get hold of a <B>FINGER.EXE</B> program. Windows NT, 2000 and XP have
a version of FINGER.EXE included (in c:\winnt\system32), but Windows 95, 98 and ME don't have a
version

included as standard. There are several suitable Finger programs available on the Internet, one such
website is at

http://www.kiraly.com/software/utilities/whois/

Once you have a copy of FINGER.EXE available on the VPOP3 computer, go into the VPOP3 settings,
go to the <B>Misc</B> settings tab, and press <B>Define VPOP3 Extensions</B>. In the
<B>Post Connect Command</B> box type something like:

c:\winnt\system32\finger.exe username_password@server.isp.com

(this should all be on one line)

The first part of this command is the location of the FINGER.EXE program to run, the second part
is the command to send to the Finger command - this should be told to you by your ISP.
Further Information

The "Post Connect Command" is run by VPOP3 just after connecting to the Internet, so you
can use this facility to run other programs at this time as well.

Manually installing PostgreSQL for VPOP3 3.x

VPOP3 version 3.x and later require a PostgreSQL installation to be able to work. For most users, the
installer will automatically install PostgreSQL on the same PC as VPOP3 and configure it
appropriately, but this article explains how to manually install and configure PostgreSQL for
advanced users who may want install it differently (eg on a different PC or drive) or if you are having
problems using the normal installer.

g
a

VPOP3 version 3.x requires PostgreSQL 8.3, so use the latest 8.3.x version (8.3.7 at the time of
writing)

0

To get this, go to http://www.postgresql.org/download/windows and click on the 'Download
pglnstaller' link to take you to http://www.postgresql.org/ftp/binary/. Then, click on the latest 8.3.x
version, then 'win32', then click on the plain 'zip' file, eg 'postgresql-8.3.7-1.zip'. This will download
the PostgreSQL installer to your PC.

0

g

Once that has downloaded, double-click on the downloaded file to open the ZIP archive, and extract
all files to a temporary folder.

a
a
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Open the temporary folder that you have extracted the ZIPped files to, and double-click on 'SETUP'
to start the PostgreSQL installation.

0

First it will install the Microsoft Visual C++ 2005 redistributable files, then the PostgreSQL
installation itself will start.

0

0

a

Select the language to use during installation. For this article, we will choose 'English'. Press 'Start’

g

Stop all unnecessary Windows programs, as recommended, then press 'Next'[]
Read the Installation Notes if you wish, then press 'Next'[]
On the installation options page:[]
0
you can leave the component options at their defaults. You need to have the 'Database Server’,
'Data Directory', 'Application Stack Builder' and 'psql' options. To follow this article, you should also
have 'pgAdmin IlI' selected.[
change the 'Current location' by pressing the 'Browse' button. For the default VPOP3 install
method, set this to the 'pgsql' subdirectory of the VPOP3 installation directory - eg 'C:\VPOP3\pgsql'[]
0

On the 'Service Configuration' page:[]

check the 'Install as a service' box.

0
In the 'Service name' box type 'PostgreSQL-VPOP3'[]

In the 'Account name' box type 'postgres'[]
In the 'Account domain' box either choose your Windows domain or the name of this computer
(if this computer is an AD controller, you must use the Windows domain name)[]
In the 'Account password' and 'Verify password' boxes, either enter a password, or leave them
blank for the installer to generate a (strong) password for you[]
press Next[]
U
User issues. Many problems occur here, because of problems with the Windows user that
PostgreSQL must run as
0
0
0

If the 'postgres' user does not exist, the installer will ask if you want it to create the user for
you. Choose 'Yes'. It will then tell you the randomly generated password and tells you to write it
down. This can be tricky because it is a very strong password... If you select the dialog box and
press Ctrl-C, it will copy the text to the Windows clipboard, where you can paste it into a document
and save or print it for future reference (saving it to disk will be easier so you can cut/paste the
password back if necessary!)[]

If the 'postgres' user does exist and you don't know the password, the simplest thing to do is to
either delete the 'postgres' user or use a different 'Account name' (eg 'postgres2') so that the
installer will create the new user. To delete the 'postgres' user you can either use the Active
Directory tools or the 'Local Users' tools, or run 'net user postgres /delete' from a command prompt.
0

0

0

On the 'Initialize database cluster' page:[]

Check the 'Initialize database cluster' box[]

Leave all the other options as defaults if this is on the same computer as VPOP3. If it is on a
different computer, you will need to check the 'Accept connections on all addresses' box
0

0
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Enter a password in the 'Password' and 'Password (again)' boxes. Remember this password! For
the sake of this article we'll use 'pgsqlpass', but you can use whatever you want[]
Press Next[]
0
On the 'Enable procedural languages' page, ensure that only 'PL/pgsql' is checked, press Next[]
On the 'Enable contrib modules' page, press Next[]
On the 'Ready to install' page, press Next[]
PostgreSQL will now install.[J
After installation, clear the 'Launch Stack Builder at exit' box and press Finish[]
0
Now, you need to create a user and database for VPOP3 to use.
0

0
go to Start -> Programs -> PostgreSQL 8.3 -> pgAdmin IlIJ

right-click the 'PostgreSQL Database Server 8.3 (Local) in the left pane, and choose 'Connect'[]

in the 'Connect to Server' box enter the password you